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What’s New with ThingSpace Manage 2.0

We have rebuilt ThingSpace Manage from the ground up with a stylish user experience. ThingSpace Manage 2.0 offers enhancements
to the capabilities you've grown accustom to, and introduces many new features developed in response to your feedback. Go to the
ThingSpace website What's New page for acomplete list of these new features, and to stay informed of the latest ThingSpace Manage
developments.

Overview

ThingSpace Manage is Verizon’s portal for managing Internet of Things (IoT) device connectivity on the Verizon Wireless network. IoT-
specific connectivity management functions include viewing and monitoring connectivity status, data usage, dashboards, device lists,
reports, and alerts. You can also use near real-time usage data to choose service plans, suspend devices, troubleshoot connectivity, and
more.

This user guide provides a basic introduction to the ThingSpace Manage web portal and describes the types of features that are available
tomanage your loT devices.

Feature Summary

You can provision, monitor, and control service, connectivity, and device usage with ThingSpace. These capabilities include the following
features:

e 24/7accesstoactivate, suspend, restore,or deactivate service,and adjust your loT service plans.

e Real-time monitoring of connectivity, activity, and status from the system level down to the individual device. Real-time monitoring
and control of devices, data usage, and costs.

e Device naming, grouping, and tracking by custom properties.

e Configurable notifications for provisioning events, maximum and minimum threshold violations, abnormal disconnects,
unauthorized equipment relocations, and more.

e On-demand reports.

e Theability todetect an overly chatty device, and either suspend it or change its service plan. The ability to detect devices that fail
to deliver data.

e Bulkand SKU-based operations.

ThingSpace Services

ThingSpace Services is a suite of value-added utilities built on top of Verizon loT Connectivity to build and manage loT solutions easier.
VerizonloT Connectivity reduces the complexity of attaching anloT device to a wireless network. ThingSpace Services build upon
connectivity by offering additional services that can be applied to many devices (e.g., software updates, device diagnostics and device
location). For more information about these subscription-based offerings, please visit the ThingSpace website ThingSpace Services

page.



https://thingspace.verizon.com/documentation/tsm/what-is-new.html
https://thingspace.verizon.com/service/
https://thingspace.verizon.com/service/
https://thingspace.verizon.com/service/
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ThingSpace APIs

The ThingSpace platform has rich features that can easily be integrated with enterprise applications using RESTful APls. With this
capability you canimprove operational efficiencies by automating high-volume service provisioning, as well as monitoring and controlling
wireless loT devices.

Using the ThingSpace APIs, you can perform most of the same self-service tasks you take through the ThingSpace Manage portal. The
Connectivity Management APIs allow you to integrate loT connectivity management with your enterprise software systems, such as
enterprise resource planning (ERP), supply chain, and customer service management. In this way, you can add, activate, monitor, and
analyze your devices, as well as perform many other connectivity management tasks. For additional information about the APIs, please
refer to the ThingSpace API Documentation.



https://thingspace.verizon.com/Documentation.html
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Accessing ThingSpace Manage

Youcanlogdirectly into ThingSpace Manage (https://m2mdeveloper.verizon.com/), or log in through My Business
(https://sso.verizonenterprise.com/amserver/sso/login.go).

Toaccess ThingSpace Manage, you need a My Business Account that is set up for M2M connectivity. The Machine to Machine /
ThingSpace Manage checkbox must be checked in your My Business profile. Your account representative can set this up, or you can
complete our contact form.

Toaccess ThingSpace Manage from My Business
1. Onthe navigation menu, click Manage Account.
2. Selectthe ThingSpace Manage tab next to Wireless & Mobility.
3. Clickthe desired pagetostartin.

The ThingSpace Manage screen that appears after you log in depends on the Default Landing Page setting of your User Profile. Initially,
the default landing page is Dashboard.

Accessrights O

Select the entitities to which you want to provide access for this user

Search Q,

|:| Access rights

Machine to Machine / ThingSpace Manage


https://enterprise.verizon.com/support/sales/
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Site Stucture

The site structure consists of a header (1), left navigation (2), and a content area (3).

= verizon’ ThingSpace o ¥ =2

Devices
Dewice groups
Software
Subscriptions

Users

Alerls

Campalgns

Dashboards
Downloads
Logs

Reporls

Cloud connectors

Geofences

Rules

scheduled reports
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Header

The header appears at the top of every page and contains the following elements.

= verizon’ ThingSpace

& @
Elements onthe header

1 Left Navigation— Expand or collapse the left pane with links to various application pages.

2 ThingSpace — Open the defaulthome page.

3 if{ Favorites- Open the Favorite links menu.

4 [  [Envelope-Openacoming soon tooltip for an upcoming Message center.

5 @ Support—Open the Support menu.

6 E Feedback — Open the Feedback form where you can tell us about your experience.

7 ==z \/erizon Apps-Openalist of Verizon applications to open.

8 @ Profile — Open the Profile menu.

1
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Left Navigation

The left navigationis used to move around the website. From here, click any link to access the corresponding page within the portal.

Your user role determines what displays on the left navigation and may differ between users with alternative roles. You can see your role
in the profile menu.

Expanded view Collapsedview

= verizon’

Device groups

Software

Alerts
Campaigns
Dashboards

Downloads

Q Cloud connectors

@ Geofences

E Rules

[@  Scheduled reports

12
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Content Area

The content area contains the primary web page. The side navigation links take you to different pages that render in the content area. The
content areafor every page is different, but follows certain guidelines.

The contentarea contains the following common features:

Breadcrumb - This is a secondary navigation that reveals the website location hierarchy. The breadcrumb s located at the top-left of
every page and provides links to preceding levels of the hierarchy.

Page title — Thisis the page name you are on and is found just beneath the Breadcrumb links.

Actionicons - These are interactive graphics that provide various page functions. Each page has a unique set of actions for completing
specific tasks on the page. Hover over eachicon to view a tooltip description. Click anicon toinitiate the action.

Devices —( . ) (Chctiontcons Joe &9 i © @ 8 @ ¥ O

DefaultHome Page

Click the ThingSpace icon open the default landing page (or home page). The home page defaults to the Dashboards page unlessit is
changedin Settings.

COMING SOON: The ability to set your own default home page.

Favorites

The favoritesicon 'iffdisplays amenu containing links to your most used functions. Set your favorite links in Settings. Currently, these
links are preset, but will be customizable in an upcoming release.

W

Activate

Dashboards

Devices

Logs

COMING SOON: The ability to set your favorite links.

13
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Support Options

The supporticon @ displays a menu containing links to:

Learnwhat is new or changed in ThingSpace Manage.

e Takeaguidedvideo tour of the new 2.0 experience.

e ReviewFrequently Asked Questions.

¢ Viewordownload this user guide.

e Checkthetraining schedule andregister for aclass.

e Viewhowtogetsupport.

e

What's new

Guided tour

FAQs

User guide

Training

Support

14
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Providing Feedback
Click the feedback icon & at the top of any page to tell us about your experience. Select an overall rating with the level of satisfaction you

experienced with the website. Fill out any of the other questions available and click Submit. We review all feedback and contact any users
requesting a follow-up.

verizon’
ThingSpace

Owverall, how satisfied are you with the website?

What was the main purpose for your visit today?

ity Medallia

15
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Verizon Applications

Click the Verizonappsicon ===  toopen other Verizon applications. A selected application opensinanew tab.

My Business

Network Event Notification

On Site Network Dashboard

Open Development

ThingSpace Develop

Verizon Partner Program

Wireless Network Performance

Profile Options

The user profileicon @ displays a menu of links that you can use to: View the name and role of the user that is currently loggedin.

GotoMy Business to view your bill. View user and application settings

Sign out of the portal.

Jane Smit

Billing

Settings

Sign out

16
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Settings

Manage user preferences and application settings here. Click the side navigation to access each section.

Settings

Custom field labels

MyCustomerlD

Label 2

MyCustomerName

Label 3

ID formats Test Label 3

plan Label 4

Custom Field 4

Label 5

Custom Field 5

NOTE: Onlyusers withan Administrator role can revise application settings.

Preferences

Preferences are user-specific settings that allow you to customize the portal to your unique choices. Currently, the Displays page
supports the setting of a light or dark display mode

COMING SOON: The ability add preferred links to your Favorites menu and set advanced customizations.

17
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Application Settings

Application settings allow Administrators to set certain attributes that apply across the portal. Changes to application settings impact all
users.

§03  Anomaly detection

Custom fields

ID formats

Service plans

18
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AnomalyDetection

For users subscribed to the ThingSpace premium Intelligence bundle, use the Anomaly detection settings to set sensitivity thresholds.
Anomaly detection uses machine learning to classify and cluster different devices on your account and alert you for unusual behavior in
the device data usage patterns. The unusual alert or event is based on the sensitivity to which you would classify this as anomalous or not.
You can set anomaly detection thresholds at the account level.

Each anomaly alert has ararity score. The rarity score setting allows you to define what is considered “abnormal” and what is “very
abnormal” in the context of the billing account. These definitions are used in the analytics dashboard, reports and rules.

Settings

,,,,,,

Anomaly detection —

Custom fields °

ID formats

Service plans

e n

19
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CustomFields

Use the Custom fields settings to name the fields you add, which display throughout your application. These custom fields are available for
you to use to set values for your devices and use in any way you like. You can set the value of the custom fields at any time or set them
when activating your devices. These labels are also available as columns in the devices list so that you can add them to any of your

custom table views.

Settings

Preferences

Displays

¢  Favorites

Advanced

Application settings
Anomaly detection
Customfields
ID formats.

Service plans

Custom field labels

Set your custom field labels for display throughout ThingSpace. This setting is for all
users in your organization.

Label1

MyCustomerlD

Label 2

MyCustomerName

Label 3

Test Label 3

Label 4

Custom Field 4

Label 5

Gustom Field 5

20
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ID Formats

Use ID Formats to choose how you want your device ESN/MEIDs to be displayed in the portal and reports. The available formats are
Decimal and Hexadecimal. Y ou can mix formats across accounts, or keep them the same for all. Once saved, these formats are used
throughout the portal and reports that contain those fields.

B
|

ESN/MEID format

Account

All

Preferred display format

ServicePlans

Use Service Plans to view the service plans for each price plan and to show/hide themin the list while taking provisioning actions.

Settings
Price plans
Show Plan description
(\ M1IMSLESS 1GB PUB DYN ~
Service plans
$25.00 | Month to month
B cemi [] s7646

B closamc

To hide a price plan completely, toggle Show to off so that it appears gray. To show the price plan, toggle Show to on so that it appears
green. To hide a service plan, open the price plan panel by clicking the down arrow. This shows all the service plans that belong to the
price plan. Then, check on those to be display. Only those that are checked are displayed during provisioning actions.

21
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Devices

The Devices page is the primary place for managing your devices. It displays a list of the devices you have access to view. You can
perform searches and filter your device list. From this page, you can also run reports and take a variety of actions on your devices.

Onthe side navigation, click Devices to open the page. The actionicons apply to all devices, or only to selected devices.

Devces

Devices OO QOE LD

°
- Davice groups Q Ou geacc
Software R

Device identifier Account MODN/MSISON IPacddress Device status Connection

~ D O Ci

Alorts 0
3 Msconnected

Gampagres
Dashboards o Desconme
Downloads A D ectod
Logs A e 10d
Raports 7 0000 Suspend Daconrecied

Automale

Cloud connectors

Goolences

Rubes

Scheduled reports

22
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Elements on the Devices page

1 Q_ [Search-Locate aspecific device. 2. Bulk search—Locate up to 500 devices at
once.
3 3:{’ Actions — Open amenu of options. 4 it |Reports—Manage devicereports.
5 © |Location—Subscribers can take location actions, 6 Security —Subscribers canmanage SIM
such as enable or disable location updates. Secure Services
7 [@ ISchedule—-Automateareport. 8 Cp  |Campaign—Createastrategy for updating

device firmware or software.

9 J  [Download - Export listed device information. 10 = |Reload-Refresh the page with new data.
11 %/ [Filter—Limit the list to devices with specific 12 @ [Tableview-Customize your view.
attributes.

23
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Searching for Devices

The Devices page contains a Search field to locate device data by IMEI, ICCID, MDN, or IP address (up to 500 devices). Wildcard (%)
searchis supported for all Device IDs.

Devices
o con o e

NOTE: Searchdoes not support wildcards for IP address. You must search for the exact IP address.

24
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Performing aBulk Search

You cansearch for up to 500 devices at a time using the Bulk search link.
Tobulk search

Ontheleft navigation, click Devices. The Devices page opens.

> Devices

Devices

Q. Search by MEL ICGID,MON,or I Addr

1. Click Bulk search: The Bulk search dialog opens.

Bulk search

Other options

2. Inthe Bulk search field, type up to 500 MDNs, IMElIs, ICCIDs, or IP addresses separated by commas, or list one per line.
Alternatively, click Upload under Other options to import a Comma Separated Values (CSV) file containing up to 500 device IDs.

3. Inthedialogthat appears, navigate to the CSVfile.
4. Selectthefile and click Open.

5. Click Searchtoinvoke the search function.

COMING SOON: The ability to search for even more devices at one time! This feature will submit the search in the background while you
continue working. When the search is complete, your search results will be available in the Downloads center.

25
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ApplyingFilters

Use filters to view a limited set of devices by specific attributes such as: Connectivity status, Device status, Date type, Date range, and
others. Select from the following filter categories on the left:

Status Account Attributes Roaming Location Software.

How to apply filters

1. Ontheleft navigation, click Devices. The Devices page opens.

2. Clickthefitericon \ Filter ~ . Thefollowing filters screen appears.

P
Devices BHEOOGEQLD
Statve Connoctivity status
Account B ] |
Attributes Device status enet
= B | | | ] |
{annien Datotype Daterange
Softwar Salect —- —
SUICC profile status s
= ] = = o g T o0 cisable
- —

3. Clickeachtab orscrollthroughthe list to view all available filters. Select the desired filters to apply and click Apply.
4. TheResetlink of each filter category allows you to select all filters in the category with one click.

5. Toapplythe selectedfilters, click Apply. A filters applied count appears next to the drop-down menu.

2 filters applied X

NOTE: Foradevice to appear on the Devices page, it must match all of the selected filter criteria. This means that you can apply
additional filters to shorten the filter results.

COMING SOON: The ability to savefilters!

SortingData

You can sort data by clicking the sort icon next to the column name. If sort is enabled for a column, click on the sorticons to sortin
ascending T ordescending J, order.

26
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Taking Actions

The Devices page offers a set of icons to apply various actions to your devices. Not all of the icons appear for all customers. Some icons
appear only if you subscribe to value added ThingSpace Services, such as Location Services, SIM Secure, or Software Management.

Manage > Devices

Devices

Provisioning Actions

The actionsicon & displays a drop-down menu with alist of actions. The majority of these are provisioning actions, such as activate,
change service plan, change wireless number, suspend, resume, swap, deactivate, and delete devices. The other actions allow you to
make changes to cost center codes, custom field values, and device groups, as well as send an SMS messages to your devices.

&

Select v

Activate

Change cost center
Change custom fields
Change device group
Change service plan
Change wireless number
Swap devices

Suspend

Resume

Deactivate

Upload devices

There are two types of actions that you can take:
¢ Bulkactions - Take actions onalist of devices that you enter manually or upload from afile.

¢ Quickactions-Take actions on devices selected from the devices list.

27
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Activating Devices in Bulk

How to activate devices in bulk

Onthe left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon ‘I:I and select Activate. The Activate page opens.

> > Activate

Activate

Cancel

Let's activate your devices.
Select activation type
Please select an activation type and options. This helps determine what parameters you'll need to enter below.

(®) Device and SIM (O Device only (embedded SIM) (O SKu and SIM

Select additional options
Please enter any required fields. Select available options if you would like to add them to your activation.

[[] 1P Address [] upload to Verizon

Enter devices

You have 10,000 remaining.

@ (activatlon_template.xlsx x>

28
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2. Selectthe type of activation (Device or SKU).

For Device activations, type alist of IMEIl and/or ICCIDs separated by commas. If you choose the IP Address checkbox, include the IP

Address for each device. If you choose the checkbox to Upload to Verizon, you must provide the Verizon SKU and email address that's
associated with the user’'s Open Development account.

@ Device O SKU

B i Address || Upload to Verizon

For SKU, type the Verizon SKU ID and then enter the list of ICCIDs.

() Device (®) sku-

Type the device identifiers manually or upload a file of up to 10,000 devices.

To upload afile, click create and download to select the parameters to use in creating a dynamic template for entering your data. You can
select any or all of the available fields on the screen below.

Account,Service plan,and Assignment zip code (mdnZipCode) are all required fields when entering different device attributes to the
template.

Customize your template fields #

Preselected required fields: IMEI, ICCID, IP Address

T Account number, Assignment zip code, and Service plan are required if your spreadsheet values will vary in any of the
fields below. IP pool or Public IP restriction may be required if certain Service plans are selected.

[[] Select all optional fields
Billing parameters
(optional, but should be included if you wish to override defaults)
[_] Enable Hyper Precise
Account number (Ex: 1234567890-00001) T
n Assignment zip code (For assigning MDN)T
Service planT
IP pool (Only for preconfigured private network plans) T
(] Public IP restriction

D Name & Address (Includes First name, Last name, and all available address fields)

Additional attributes

[] Cost center code [] pevice group
D MyCustomerID D MyCustomerName
1 Custom Field 2 1 Custom Field 4

File type: @ xlsx O csv

a. Click Download to download the customized template.
b. Addyourdatato the template file and save. You can have different values for each columnin the template.

c. ClickUpload tocomplete the upload process.

29
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3. Onthe Activate page, click Next. The second Activate page opens.

> Devices > Activate

Abtivate Cancel

Selected (4 @ Eligible (2 @ Ineligible (1

< Back - Continue with eligible devices m

Review device eligibility. To view the list of the devices and any associated error messages, click View devices. The Eligibility

details dialog opens.
Eligibility details
& Results

IME! Iccip Eligibility Message
o} Elgible
o} Eligible
{c} Ehgible
) Ineligible Device/SIM not found in DMD.

4. Review Continue with eligible devices for ineligible devices to proceed.

5. Click Activate devices to submit the activation order.

30
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Quick Activations

Activate multiple devices using default valuesin just one click.

How to activate devices quickly

Onthe left navigation, click Devices. The Devices page opens.
1. Selectdevices using the Device identifier checkbox.

2. Clicktheactionsicon @ and select Activate. A review page opens.

Please review and you are all set to activate devices! X
Selected (3 @ Eligible (2 ® Ineligible (1 View devices
O e e

v 07920

Add more information v

Service plan
All Private dynamic Private static Public dynamic Public static
Setup5GB Setup10GB 85695 86562
Machine to machine 5GB Machine to machine 10GB Machine to machine 10GB Mobile broadband M2M

Continue with eligible devices m

3. Revieweligible andineligible device counts.

4. Review the Billing account and assignment zip code, revising them if necessary. The zip code determines the MDN assigned
to your devices when activated.

31
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5. AssignaService plan to the devices. You canfilter the service plans by clicking on Private dynamic, Private static, Public
dynamic, and Public static.

For private network plans, if the selected service plan has associated IP pools, the Pool group section displays to select the IP Pool group.
The devices are assigned IP addresses from within the selected IP pool group.

Pool group

MCPNWUWSEXTTEST W

For public static plans, you can choose the type of restriction to apply. Unrestricted IPs provide full access to the Internet. Restricted IPs
have limited access to content provided by Verizon Wireless and are restricted from accessing the Internet.

Public IP restriction

@ Unrestricted O Restricted

6. Click Add moreinformation to setadditional details, such as Device Groups, Custom Fields, or Cost Center.
Resubmit Orders

If an activation order fails, users have the option of clicking the actionsicon ( E and selecting “Resubmit activation™

verizon’ ThingSpace — ¥ OB HEO
Monitor > Logs > et8dc64d-5d73-4¢39-a328-5a77db505191
Dashboards Log details riue Activation & O 4
. Serviceplan Submitted by Submitted date RequestID
Devices Unknown I - 08/22/2023 01:34:01 PM ef8dc64d-5d73-4c39-a328-5a77db 595191
Device groups
Software Submitted Success Pending Failed
1 0 0 1
Subscriptions
& Users Q_ Search by Device ID or MDN
User groups 1Results
Monitor . Device identifier ICCID IMEI MDN/MSISDN IP address Status Description

L1 Alerts [ Failure Your request failed due to an internal system e,

Campaigns

Downloads

Logs

Reports

32
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Assigning Attributes and Saving Addresslocations

Toassignattributes and save address locations
On the left navigation, click Devices. The Devices page opens.

1. Click Add more information to open an additional section where you can enter other details, such as First name, Last name,
Address, Device group, Cost center code, and Custom Fields. You can also select from alist of Saved locations, or click Add to
save the entered location. The Add functionbecomes available after you provide a name for the Saved location name.

Add more information \v

2. Check Continue with eligible devices if necessary to proceed.

Pleasereview and you are all set to activate devices!

Saved location
Select v
Firstname * Lastname*
Jane Doe
Address1* Address 2

1 Verizon Way

City * State * Zipcode *

Basking Ridge New Jersey v 07920

Saved location name

3. Click Submit to complete the device activation.

33
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Bulk Service Plan Changes

How to change service plans in bulk

Onthe left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon @ ,and select Change service plan. The Change Service Plan page opens.

> De > Change service plan

Change service plan

Cancel

Let's change the service plan for your devices.

SelectIDtypes

(®) Device and SIM (IME! and ICCID) O Device (IMEI) (O Wireless number (MDN / MSISDN)

Enter devices

[;] change_templatexisx X

2. SelectthelD typesto use (Device and SIM, Device only, or Wireless number).

3. TypethelDs or upload afile of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdatato the template file and save.

c. Click Upload to complete the upload process.
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4. Onthe Change service plan page, click Next. The second Change service plan page opens.

» Devces  Changeservice plan

Change service plan cancel

Please review and you are all sat to change your service plan!

Salected @ Eligibe (1 ® Ineligible (2
Effective date

@ Today

() Backdate

Service plan

All Private dynamic Private static Public dynamic Public static

Setupb5GBPubStat

Machine 1o machine 5GB

[Public IP restriction

GJ Unrestricted CJ Restricted

Bl Continue with eligible devices m

5. Review eligible or ineligible device counts. To view the list of the devices and any associated error messages, click View devices.
The Eligibility details dialog opens.

Eligibility details
3 Results
IMEI IcCiD Eligibility Message
Eligible
Ineligible Device is not active.
Ineligible Identifiers do not match records.

6. Selectthe Effective date. You can select today’s date, or backdate it so that the plan change takes effect at the beginning of the
billing cycle.

7. AssignaService plan to the devices. You can filter the service plans by clicking Private dynamic, Private static, Public
dynamic, and Public static.
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For private network plans, if the selected service plan has associated IP pools, the Pool group section displays to select the IP Pool group
for the devices. The devices are assigned IP addresses from within the selected IP pool group.

Pool group

MCPNWUWSEXTTEST W

For public static plans, you can choose the type of Public IP restriction to apply. Unrestricted IPs provide full access to the Internet.
Restricted IPs only have access to content provided by Verizon Wireless and are restricted from accessing the Internet.

Public IP restriction

@ Unrestricted O Restricted

8. Check Continue with eligible devices if necessary to proceed.

9. Click Submittocomplete the process.
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Quick Service Plan Changes

How to make quick plan changes on selected devices
Ontheleft navigation, click Devices. The Devices page opens.

1. Select devices using the Device identifier checkbox.

NOTE: Allselected devices must be from the same billing account.
2. Clicktheactionsicon ‘I:I ,and then select Change service plan. A review page opens.

Please review and you are all set to change your service plan! X

Selected (2 @ Eligible (2 ® Ineligible (1

Effective date
@ Today
O Backdate
Service plan

All Private dynamic Private static Public dynamic Public static

5GBPubStatic

Machine to machine 5GB

Public IP restriction

@ Unrestricted O Restricted

- Continue with eligible devices m

3. Review eligible andineligible device counts.

4. Selectthe Effective date. You can select today’s date, or backdate it so that the plan change takes effect at the beginning of the
billcycle.

5. AssignaService plan for the devices. You can filter the service plans by clicking Private dynamic, Private static, Public
dynamic, and Public static.
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For private network plans, if the selected service plan has associated IP pools, the Pool group section displays to select the IP Pool group.
The devices are assigned IP addresses from within the selected IP pool group.

Pool group

MCPNWUWSEXTTEST v

For public static plans, you can choose the type of Public IP restriction to apply. Unrestricted IPs provide full access to the Internet.
Restricted IPs only have access to content provided by Verizon Wireless and are restricted from accessing the Internet.

Public IP restriction

@ Unrestricted O Restricted

6. Check Continue with eligible devices if necessary to proceed.

7. Click Submit to complete the process.
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Bulk Wireless Number Changes

How to change wireless numbers in bulk

On the left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon é E ,and then select Change wireless number. The Change wireless number
page appears:

> > Change wireless number

Change wireless number Cancel

Let's change your wireless number.

SelectID types

(O Device and SIM (IME! and ICCID) O Device (IMEN (®) Wireless number (MDN / MSISDN)

Enter devices

@ switch_templatexisx X

2. SelectthelD types to use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,or upload a file of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV link to download the template.
b. Addyourdatato the template file and save.

c. ClickUploadtocomplete the upload process.
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4. Click Next. The Change wireless number page opens.

> Devices > Change wireless number

Change wireless number Cancel

Please review and you are all set to change your wireless number!

Selected (3) @ Eligible (1 @ Ineligible (2
Assignment zip code
07920

The assignment zip code will be used to derive a new wireless number for each eligible device

Continue with eligible devices m

<_Back

5. Review eligible andineligible device counts. To view the list of devices, click View devices. A popup appears with the Eligibility
details.

Eligibility details
3 Results
IMEI ICCID Eligibility Message
Eligible
Ineligible Device is not active
Ineligible Identifiers do not match records.

6. Selectthe Assignment zip code. The assignment zip code determines the wireless number for each eligible device.

7. Check Continue with eligible devices if necessary to proceed.

8. Click Submitto complete the bulk change number process.
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Quick Wireless Number Changes

How to make quick MDN changes on selected devices

Onthe left navigation, click Devices. The Devices page opens.

1. Selectdevices using the Device identifier checkbox.

NOTE: Youmust select devices from the same billing account.

2. Clicktheactionsicon @ ,and then select Change wireless number. A review page opens.

Pleasereview and you are all set to change your wireless number! x

Selected (3) @ Eligible (2 @® Ineligible (1 View devices
Assignment zip code
07920

The assignment zip code will be used to derive a new wireless number for each eligible device.

Continue with eligible devices m

Review eligible and ineligible device counts. To view the list of selected devices, click View devices.
Enter the Assignment zip code. The assignment zip code determines the wireless number for each eligible device.

Check Continue with eligible devices if necessary to proceed.

o o~ W

Click Submit to complete the process.
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Suspending Devices in Bulk

How to suspend devicesin bulk

On the left navigation, click Devices. The Devices page opens.
1. Withnodevices selected, click the actionsicon é E ,and then select Suspend. The Suspend page opens.

> De > Suspend

Suspend

Cancel

Let's suspend your devices.

SelectID types

(O Device and SIM (IMEI and ICCID) (® Device (IMEI) (O Wireless number (MDN / MSISDN)

Enter devices

an XLSX

=) (suspens@n_tempiatexisx /)

2. SelectthelD typesto use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,or upload a file of up to 2,000 devices.
a. Touploadafile,click the Download an XLSX or CSV link to download the template.
b. Addyourdatato the template file and save.

c. Click Upload to complete the upload process.
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4. Click Next. The Suspend page opens.

>D > Suspend

Suspend e

Please review and you are all set to suspend devices!

Selected ® Eligble ® Ineligidle (1

Reason for suspension *

Seasonal / Vacation (SV) v [[] suspend with billing

NOTE: Your order will be submitted as a suspend without billing unless you select the Suspend with billing option.

B continue with eligible devices

5. Review theeligible orineligible devices. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
2 Results
IMEI iccip Eligibility Message
Eligible
Ineligible Device is not active.

6. SelectaReason for suspension. Available reasoncodes are:

e Lost/Stolen (21)

e Seasonal/Vacation(SV)
7. Check Suspend with billing. If not checked, the devices are suspended without billing.
8. Check Continue with eligible devices if necessary to proceed.

9. Click Submittocomplete the process.
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Quick Suspending Devices

How to suspend devices
Onthe left navigation, click Devices. The Devices page opens.

1. Selectdevices using the Device identifier checkbox.

NOTE: Youmustonly selectdevices from the same billing account.

2. Clicktheactionsicon ‘I:I ,and then select Suspend. A review page opens.

Please review and you are all set to suspend devices! X
Selected (3 @® Eligible (2 ® Ineligible (1 View devices
Reason for suspension *
Seasonal / Vacation (SV) v |:] Suspend with billing

NOTE: Your order will be submitted as a suspend without billing unless you select the
Suspend with billing option.

Continue with eligible devices m

3. Revieweligible andineligible device counts. To view the list of selected devices, click View devices.
4. SelectaReason forsuspension. Available reasoncodesare:
e Lost/Stolen (21)
e Seasonal/Vacation (SV)
5. Check Suspend with billing. If not checked, the devices are suspended without billing.
6. Check Continue with eligible devices if necessary to proceed.

7. Click Submitto complete the process.
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ResumingDevices in Bulk

How to resume devicesin bulk

On the left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon é E then select Resume. The Resume page opens.

> > Resume

Resume e

Let'sresume your devices.

SelectID types

(®) Device and SIM (IMEI and ICCID) (O Device (IMEI) (O Wireless number (MDN / MSISDN)

Enter devices

Upload @ (resumpt:on_temp'a:exlsx /)

2. SelectthelD typestouse (Device and SIM, Device only, or Wireless number).

3. TypetheIDs or upload afile of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdatato the template file and save.

c. ClickUpload.
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4. Click Next. The Resume page opens.

Manage ) Dev 7 Resume
Resume Ganee!
Please review and you are all set to resume devices!
Selected @ Eligible (1 @ Ineligidle e
Continue with eligible devices m
< Back

5. Review eligible andineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
3 Results
IMEI ICCID Eligibility Message
{c} Ineligible Device is not suspended
@ Elgible
{c} Ineligible Device is not suspended

6. Check Continue with eligible devices if necessary to proceed.

7. Click Submitto complete the process.
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Quick Resuming Devices

How to resume devices
Onthe left navigation, click Devices. The Devices page opens.

1. Selectdevices using the Device identifier checkbox.

NOTE: Youmustselect devices from the same billing account.

2. Clicktheactionsicon ‘I:I then select Resume. A review page opens.

Pleasereview and you are all set to resume devices! X

Selected (2 @ Eligible (1 @ Ineligible (1

Continue with eligible devices m

3. Revieweligible andineligible devices counts. To view the list of selected devices, click View devices.
4. Check Continue with eligible devices if necessary to proceed.

5. Click Submitto complete the process.
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Swapping Devices in Bulk

How to swap devices in bulk

On the left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon é E then select Swap devices. The Swap page appears.

A > > Swap
Cancel
Swap
Let's swap your devices.
SelectID types
@ Device and SIM (IMEI and ICCID) O Device (IMEI) O Wireless number (MDN / MSISDN)

Enter devices

2. SelectthelD typesto use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,or upload a file of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdataandsave.

c. ClickUpload tocomplete the upload process.
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4. Click Next. The Swap page opens.

> Devices > Swap

Swa Cancel

Please review and you are all set to swap devices!

Selected @ Eligible @ Ineligible (1
Current IMEI CurrentICCID New IMEI NewICCID
L
L_H

Continue with eligible devices m

< _Back

5. Review eligible andineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
3 Results
IMEI IcCiD Eligibility Message
) Ehgible
e} Ehgible
{3 Ineligible Identifiers do not match records.

6. Enteranew IMEIlorICCID for each device you want to swap.
7. Check Continue with eligible devices if necessary to proceed.

8. Click Submitto complete the process.
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Quick Swapping of Devices

How to swap devices
Ontheleft navigation, click Devices. The Devices page opens.

1. Select devices using the Device identifier checkbox.

NOTE: You must select devices from the same billing account.

2. Clicktheactionsicon @ ,and then select Swap. A review page opens.

Please review and you are all set to swap devices! X
Selected @ Eligible (2 ® Ineligible
Current IMEI CurrentICCID New IMEI New ICCID

Review eligible and ineligible device counts. To view the list of selected devices, click View devices.
Enter anew IMEI or ICCID for each device.

Check Continue with eligible devices if necessary to proceed.

o o M W

Click Submit to complete the process.
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Deactivating Devices in Bulk

How to deactivate devicesin bulk

Onthe left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon é E then select Deactivate. The Deactivate page opens.

> > Deactivate

Deactivate

Cancel

Let's deactivate your devices.

SelectID types

(® Device and SIM (IMElandICCID) (O Device (IME) O wireless number (MDN / MSISDN)

Enter devices

=) (deacn-.'auon_lemp’a(e xlsx /)

2. SelectthelD typesto use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,orupload afile of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdataandsave.
c. ClickUpload.
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4. Click Next. The Deactivate page opens.

e » Devices » Deactivate

Deactivate

Cancel

Please review and you are all set to deactivate devices!

Selected (: ® Eligible ® Inebgible (1

Reason for deactivation *

Maintenance / Admin (FF) w B ~oply ETF waivers

NOTE:

Please refer to your contract terms to see \
deactivation(s). The Deactivate request will
contract.

ether or not an Early Termination Fee (ETF) could apply to your
il if waivers are applied here and there are no waivers available on the

H Continue with eligible devices m

5. Revieweligible andineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
3 Results
IME! IcciD Eligibility Message
© Eligible
{c} Eligible
(&) Ineligible Identifiers do not match records.

6. SelectaReason fordeactivation. Available reason codes are:
¢ NoSignal/Coverage Issue (A4)
e  Competitor Promotion (BC)
e Employer Change (F2)
e Maintenance/ Admin (FF)
e Financial Hardship (JJ)
e  Customer Guarantee (PP)
7. Check Apply ETF waivers if applicable.

NOTE: Please refer to your contract terms to verify if an Early Termination Fee (ETF) applies to your deactivation(s). If you apply waivers
here and there are no waivers available on the contract, the Deactivate request fails.
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8. Check Continue with eligible devices if necessary to proceed.

9. Click Submitto complete the process.
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Quick Deactivating Devices

How to deactivate devices
Onthe left navigation, click Devices. The Devices page opens.

1. Select the Device identifier checkbox.

NOTE: Youmustselect devices from the same billing account.

2. Clicktheactionsicon ‘ E ,and then select Deactivate. A review page opens.

Please review and you are all set to deactivate devices! X
Selected (3) ® Eligible (2 ® Ineligible (1) View devices
Reason for deactivation *
Maintenance / Admin (FF) v Apply ETF waivers
NOTE:

Please refer to your contract terms to see whether or not an Early Termination Fee (ETF) could apply
to your deactivation(s). The Deactivate request will fail if waivers are applied here and there are no
waivers available on the contract.

B continue with eligible devices m

3. Review eligible andineligible device counts. To view the list of selected devices, click the View devices link.
4. SelectaReason fordeactivation. Available reason codes are:

¢ NoSignal/Coverage Issue (A4)

e  Competitor Promotion (BC)

e  Employer Change (F2)

e Maintenance / Admin (FF)

e  Financial Hardship (JJ)

e  Customer Guarantee (PP)
5. Check Apply ETF waivers if applicable.

NOTE: Please refer to your contract terms to verify if an Early Termination Fee (ETF) applies to your deactivation(s). If you apply waivers
here and there are no waivers available on the contract, the Deactivate request fails.
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6. Check Continue with eligible devices if necessary to proceed.

7. Click Submit to complete the process.
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Deleting Devices

How to remove devices fromyour plan
Ontheleft navigation, click Devices. The Devices page opens.

1. Select the Device identifier checkbox.

NOTE: You must select devices in a Pre-active or Deactive state.

2. Clicktheactionsicon :@ ,and then select Delete. The Remove device dialog opens.

Remove device X

Do you want to remove these 3 devices?

3. Click Remove.
NOTE: Whenyou remove adevice fromyour plan, you are permanently deleting all device data from the system.

COMING SOON: The ability to remove devices from your planin bulk.
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Changing Cost Center Codes in Bulk

Cost center code is a user-defined string used by companies to assign to a device. Customers use cost centers in different ways, but
typically for billing purposes. Valid Cost Center Codes consist of no more than 36 alphanumeric characters, and may include space, dash
(-), exclamation point (!), and pound sign (#) characters.

How to change cost center codesin bulk

On the left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon ( E ,and then select Change cost center. The Change cost center page
appears.

> > Change cost center

Change cost center

Cancel

Let's change the cost center for your devices.

SelectID types

(® Device and SIM (IMEI and ICCID) O Device (IME) (O Wireless number (MDN / MSISDN)

Upload attributes

(costc-:-me'_!emp!ate xlsx /)

2. Selectthe D types to use (Device and SIM, Device only, or Wireless number).

3. TypethelDs, or upload a file of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdataandsave.

c. ClickUpload.
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4. Click Next. The second Change cost center page opens.

» Devices > Change costcenter

C.h.ange cost center Cancel

Please review and you are all set to change your cost center code!

Selected @ Eligible (1 ® Ineligible (2
ﬂ Continue with eligible devices Submit
< _Back

5. Review eligible or ineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
3 Resunts
IMEI Iccip Eligibility Message
& Elighle
{0} Ineligible Device is not active.
{o) Ineligible Identifiers do not match records

6. Check Continue with eligible devices if necessary to proceed.

7. Click Submit to complete the process.
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Quick Cost Center Code Changes

How to change cost center codes
Onthe left navigation, click Devices. The Devices page opens.

1. Select the Device identifier checkbox.

NOTE: Youmustselect devices from the same billing account.

2. Clicktheactionsicon ‘I:I ,and then select Change cost center. A review page opens.

Pleasereview and you are all set to change your cost center code!

Selected (2 @ Eligible (1 @ Ineligible (1 View devices

Costcentercode

Cost center 1

Continue with eligible devices m

Review eligible and ineligible device counts. To view the list of selected devices, click the View devices link.

Type the Cost center code to assign. Limit 36 characters.

Check Continue with eligible devices if necessary to proceed.

o o M W

Click Submit to complete the process.
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Changing Custom Fields in Bulk

Customers use custom fields to assign their own values to devices and typically contain device type, region, business unit, or some
information that further characterizes the device. These fields display alternative label text when custom labels have been assigned. See
Custom Field Labels for additional information.

How to change custom fields in bulk

On the left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon @ ,and then select Change custom fields. The Change device attributes

page appears.

> > Change device attributes

Change device attributes Cancel

Let's change the attributes for your devices.

SelectID types

(®) Device and SIM (IME! and ICCID) (O Device (IME)) O Wireless number (MDN / MSISDN)

Upload attributes

B] (atmbu:es_templa:e.x(sx )

2. SelecttheIDtypes to use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,or upload a file of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdataandsave.

c. ClickUpload.
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4. Click Next. The second Change device attributes page opens.

> s> Change device attributes

Change device attributes

Cancel

Please review and you are all set to change device attributes!

Selected (4 ® Eligiole

n Continue with eligible devices

5. Revieweligible or ineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
4 Results
IMEI IcciD Eligibility Message
) Eligible
) Eligible
0 Eligible
(&) Ineligible Device is in pending status

6. Check Continue with eligible devices if necessary to proceed.

7. Click Submit to complete the process.
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Quick Custom Field Changes

How to change custom fields
Ontheleft navigation, click Devices. The Devices page opens.

1. Select the Device identifier checkbox.

NOTE: Youmustselect devices from the same billing account.

2. Click the actionsicon and then select Change custom fields. The Assign custom fields page opens.

Assign custom fields X

Select the field(s) you would like to update and enter new text values
Selecting a field and leaving the text blank will clear existing values.

MyCustom Field 1

Primary value

MyCustom Field 2

Secondary value

O

Devices may already have values assigned to these fields. Clicking Save
overwrites any existing custom field values for the 2 selected devices.

3. Selectacustom field label.
4. TypetheValue.

5. Click Save tocomplete the process.
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NOTE: The following special characters are allowed in custom field values.

Alphanumeric characters

e /(forwardslash)

° SPACE
e @ (atsign)
e . (period)

e ,(comma)

e :(colon)

e -(hyphen)

e _ (underscore)

e ((open parenthesis)
e )(closeparenthesis)
e [(openbracket)

e ](closebracket)

e  #(number sign or hashtag)
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Changing Device Groups in Bulk

How to device groups in bulk

Onthe left navigation, click Devices. The Devices page opens.

1. Withnodevices selected, click the actionsicon é 5 and then select Change device groups. The Change device attributes

page opens.

> D¢ > Change device attributes

Change device attributes

Cancel

Let's change the attributes for your devices.

SelectIDtypes

@ Device and SIM (IME! and ICCID) O Device (IMEI) O Wireless number (MDN / MSISDN)

Upload attributes

@ (anr|bu:es_temp!ate.xlsx /)

2. SelectthelD types to use (Device and SIM, Device only, or Wireless number).

3. TypethelDs,or upload a file of up to 2,000 devices.
a. Touploadafile,click Download an XLSX or CSV to download the template.
b. Addyourdataandsave.

c. Click Upload to complete the upload process.
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4. Click Next. The Change device attributes page opens.

> Devices > Change device attributes

Change device attributes Cancel

Please review and you are all set to change device attributes!

Selected (4 ® Eligible (2 @ Ineligible (1

Continue with eligible devices m

5. Revieweligible or ineligible device counts. To view the list of devices, click View devices. The Eligibility details dialog opens.

Eligibility details
4 Resuts
IMEI IcCiD Eligibility Message
) Eligible
(o} Eligible
Eligible
=3 Ineligible Device is in pending status.

6. Check Continue with eligible devices if necessary to proceed.

7. Click Submit to complete the process.
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Quick Device Group Changes

How to change the device groups
Ontheleft navigation, click Devices. The Devices page opens.

1. Select the Device identifier checkbox.

NOTE: Adeviceiscurrently only allowed to be in one group atatime.
2. Clicktheactionsicon ‘I:I and then select Change device group. The Assign to device group page opens.

Assign to device group b
Create new group

Existing device groups

(O Default: 0242077182-00001

@ High_Use

O Junk

O Low_Use

(O Med_ use

O Test

()
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3. Youhave two options for assigning a device to a group:
e Selectanexisting device group.

¢ Click Create new group. The Assign to device group dialog refreshes with anew group form.

Assign to device group

New group name

a. ForNew group name,type adescriptive label.
b. Typeanoptional Description of the new group name.
c. Click Save. The Assign to device group dialog closes.

4. Onthe Assign to device group page, click Save to complete the process.
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Sending an SMS

How to sendan SMS to adevice
Ontheleft navigation, click Devices. The Devices page opens.

1.  Select the Device identifier checkbox.
Youcanonly send an SMS to one device ata time.

COMING SOON: The ability to send SMS messages to multiple devices.

2. Click the actionsicon :@ and then click Send SMS. The Send SMS dialog opens.

Send SMS X

Wake up!

You have 142 characters remaining

3. Typethe SMS message up to a maximum of 150 characters.

4. Click Sendtocomplete the process.
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Reporting Actions

Use the reportsicon uﬁllﬂ torun standard reports onup to 10 devices at a time. To runreports on more than 10 devices, go directly to
the Reports page and create an advanced report.

Howtorunreports
Onthe left navigation, click Devices. The Devices page opens.
1. Select the Device identifier checkbox.

2. Clickthereportsicon u/ljﬁ/[l and select areport from the menu. The following reports are available. Refer to the Reports
section of this user guide for details on each report.

£fi

Select v

Aggregated usage

Daily usage

Connection history

Hyper precise session history

Hyper precise aggregated usage rep...
Session history

Rated unbilled usage

Usage trending chart

e Aggaregated usage-Track overall usage for all devices on your plan.

e Dailyusage-Identify “normal” usage patterns.

e  Connection history—Research or troubleshoot connectivity issues by examining the Start and Stop events associated with a
device’s connections.

e Hyper precise session history —Monitor adevice’s hyper precise session history (requires subscription).
e Hyper precise aggregated usage — Track overall usage a device’s hyper precise location (requires subscription).
e Sessionhistory—Monitor a device’s connectivity patterns by examining details of its connected sessions.

e Ratedunbilled usage-View rated usage per device for the current billing cycle (to appear on the next bill).

e Usagetrending chart—View the total usage by day for adeviceinagraph.

Whenyou select areport, the Reports page opens to enter further selection criteria.
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Location Actions

For customers subscribed to Location or Hyper Precise Location Services, you can take location actions on selected devices.
Totake Location actions
Onthe left navigation, click Devices. The Devices page opens.

1. Select the ID checkbox.

2. Clickthelocationsicon @ and then select an action from the menu. The following menu items are available:

©

Select v

Update location

Set location auto-update
Enable location

Disable location

Create geofence

View console

View report

¢ Enablehyper precise —Enables Hyper Precise Location.

¢ Disablehyperprecise —Disables Hyper Precise Location.

e Updatelocation-Sends arequest to update the location of selected devices.

e Setlocationauto-update — Enableslocation updates based onascheduledinterval.
o Enablelocation-Enableslocation updates.

¢ Disablelocation- Disables location updates.

¢ Creategeofence—See the section oncreating ageofence for more details.

e View console - Open the location console where you locate devices anywhere on our network, view location history, receive
alerts when they move outside of their expected location, and more.

¢ Viewreport-Runsthelocationreport.
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Creating a Geofence
Create a geofence to view real-world geographic areas around your devices. Alarms can be set to notify you when your device moves
outside of the set geofence boundaries.
Tocreate ageofence
Onthe left navigation, click Devices. The Devices page opens.
1. Select Map view.
2 Clickthe drawing tool 7 |

3. Clickanddragonthe map to form the geofence shape. This automatically selects any devices within the on the map.

NOTE: Youmust select devices from the same billing account to create a geofence rule.

l{m @ @ Map view v

UNITED
STATES

4. Clickdeviceson the map, or openthelist 11 toselect/unselect.
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5. Verifyalldevicestoinclude for the alert are selected, and then choose Create geofence from the Location actions menu.

Device identifier

<

BEROUDOODODA|O

6. Usethedrawnshape for all selected devices, or you can specify aradius to create an individual geofence circle around each
selected device. The Create geofence page opens.

[[]v Deviceidentifier

’ { 3 UNITED
O ) ) il SQUCTSEE - STATES

NOTE: The system evaluates the geofence rule each time the platform receives alocation update for the device. Make sure to set the
auto location update rate on all devices.

8. ForGeofence name,type adescriptive label.
7. Choose how to create the geofence.

¢ Drawngeofence-draw the geofenceinamap.

¢ Device geofence-specify the geofence for each device based ondistance.
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9. Select notification trigger.
¢ Geofence exit-sends anotification when the device exits the geofence.
¢ Geofence entry-sends anotification when the device enters the geofence.

+ Dwelltime within geofence - sends anotification when the device stays within the geofence for aset period of time.

Create geofence X Create geofence X
Geofence name * Setup reminder *
1 v Hourly v

@ Drawn geofence Severity *

(JDedcogontoncs Maijor v

Email notification *

Notify test@email.com

Geofence exit
Geofence entry

Dwell time within geofence

1 Hour(s) v

cancel m cancel 9

10. Click Next.
¢ Setupreminder-sendsareminder depending on how you set this option up.
e Severity-Select the severity of this geofence. The severity is included in the notification email.
¢ Email notification- Type the notification recipient’'s email addresses.

11. Click Save to complete.
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View Location Console
Use the Location Console page to view Location Services enabled devices

Locationconsole  Devices  Reports

Devices

Location console
Device groups
Software
Device location status Locationupdate
allowance
Allaccounts
2/26/2021
Alerts All Known Unl
Campaigns 51234 31 51 TS-LOG-COARSE-CELLID-10K
0% used
Dashboards 10,000 1/16/2020
Downloads
TS-LOC-COARSE-CELLID-5K
1 >100% used
- {74 0 s 112572019

Cloud connectors

Geofi
Q

Rules

Scheduled reports
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View Location Report
Use the Location Report page to run the Location Report.

Location console Devices Reports

Devices

Run report

Device grouy
groups Saved
reports

Soft .
e Location report

D

Alerts
Campaigns
Dashboards

Downloads

o
™~
N2
=

R

Automate
Cloud connectors
Geofences
Rules

Scheduled reports
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SIM Secure Actions

For customersthat are subscribed to SIM Secure Services, you can manage services by clicking the security icon and selecting

Manage SIM Secure. The legacy SIM Secure page opens.

Select N

Manage SIM Secure

COMING SOON: The ability to assign SIM Secure licenses directly from the Devices page.
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Schedule Action

How to save and/or schedule your deviceslist as areport

Click the schedule icon E . The Save and schedule page opens.

Save and schedule X

Name "

My Deviceq Schedule

Time period *

@ Daily O Weekly O Monthly

Frequency *

@ Every 1 days O Every weekday

Expiration date

Feb 6, 2021

Any date ranges entered on the previous page will not be saved. Changes
to a report's name will cause an interrupt and restart of that report's

schedule.

1. For Name, type a descriptive label for the devices report.

2. Check Schedule torun this report at a predetermined date and time.

a. Selectthe Time period for your scheduled report.

b. Setthe Frequency for the report torun.

c. Selectan Expiration date for the report to end the schedule.

3. Click Save to complete the process.
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Create acampaign

For customers subscribed to Software Management Services, you can create a campaign to update devices with the most recent
softwarerelease.

How to create a campaign

1. Click onthe View drop-down menu, and then select Software.

@ Software v
2. Clickthefiltericon W Filter v
3. Ontheleft navigation, click Software.
Status
Account
FOTA make and model
Attributes The FOTA (Firmware-over-the-air) make and model represent the make and model reported by the device eligible for
software upgrades. In some cases, this is equivalent to the device make and model; in other cases it represents the modem
Roami make and model of the device
aming
tio NOKIA v 822 ~
Location
Software v

Software name
These are software upgrades available for your devices

HOSTEDTOSS_NOKIA_822 1572421732449 v

Clearall Cancel m

4. Select the FOTA make and model and Software name from the menus.

5. Click Apply. Thisfilters the devices list to devices that are eligible to receive a software download. 6. Select the IDs checkbox
of the devices to include in the campaign.

6. Clickthe campaignicon C} ,and then select Create campaign.
NOTE: The Create campaign optionis disabled when the selected devices are not eligible for a software update.

7. Followthe Create acampaign wizard to complete the creation of your campaign.

78



ThingSpace Manage v2.0 -User Guide

Exporting Device Lists

How to exportyour devices list

1. Clickthe downloadicon i . The Export to Downloads dialog opens

Export to Downloads X

Do you want to export these results to a csv or xlsx file? A confirmation
email will be sent to "me@email.com” and results will be available from

the Downloads page.
«©<»

2. Click Export.

NOTE: The Downloads center accepts all the devices on the list to download them when the reportis available. You receive an email
notification when the download is ready. You can view the download in the Downloads page.
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Customizing Your View

Customize your devices list display by creating custom table views. Table views are found on amenu with the viewicon < . Selecta
view to refresh the devices list with fields in that view.

Predefined Views are table views containing groups of related fields based on your interest. Predefined views display in bold font to
distinguish from customviews. You cannot edit predefined views. Only views that you create, which are custom views, can you edit.

Map view

Connectivity >
Location >
Software >
Diagnostics >

Available predefined views are:

e Map View-Openalist of devices onamap, like in the image below. From this view, Location Services subscribers can also
create ageofence.

NOTE: In order to view your devices on the map, you must be subscribed to Location Services and your devices must be enabled for
location updates

e Connectivity View - Openfieldsrelated to device connectivity.

¢ Location View-Openfieldsrelated todevice location.

e Software View-Openfieldsrelated to software management.

o Diagnostics View - Openfields related to device diagnostics and are useful for troubleshooting issues.

Clickonthe expandicon ~ toview theavailable options.

Edit

Set as default

Delete
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Custom Views

Customviews are table views you develop from predefined views.
Tocreate a Custom View

1. Clicktheviewicon <€ and select Create View. The Customize table view dialog opens.

Customize table view X

Connectivity v

Device identifier
MDN/MSISDN
IP address
Device status
Connection
Device group
Service plan
n Activation date
B cco
[] 4G/LTE
IMEI
D Account

[ ] Activated by

[] set as default Cancel n

2. Select apredefined view from the menu.

3. ForEnterthe view name, type a descriptive label that identifies the view. Character limitis 32 alphanumeric characters
including spaces and underscores.

a. Selectthefieldstoinclude.
b. Reorderthefields asdesired.

c. Hoverthe cursor over the right side of the field name until the move icon appears. =
d. Draganddrop the field to the desired position on the list.

e. Checkthe Setas default checkbox to make this your default view.

4. Click Save tocomplete the process.
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Device Details

You candrilldown into device details from the Devices page by clicking a Device ID. This opens device attributes, behavior, usage, and
other associated information.

Toview device details
Onthe left navigation, click Devices. The Devices page opens.

1. Click the Device identifier. A Device details page opens with details about the selected device.

2 5 T —
- - s
Device details « e ) oeomecs & O
Devicaldentity Device identity ~
Network
S = IMEI ICCID
Provisioning
Service planand billing Modem generation MDN / MSISDN
4G
Attributes
Make Model
Subscription u= R

Location Radio firmware version Verizon SKU
- VZW160003260001

Advance diagnostics

Network ~
Connection IP address
») Disconnected 100.80.200.151
Last connection date Last disconnection date
02/05/2021 08:47:25 PM 02/05/2021 08:48:11 PM

Network identity

Roaming status Roaming country

Use the left navigation to open the relevant section.
Take actions on the device by clicking on one of the icons on the top right side of the page. & O

Use the actionsicon to send an SMS to the device and reload the page.

o M 0D

The followinginformationis available in the Device details page.
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Deviceidentity

The Device identity section provides the following details:

Device identity

IMEI

Modem generation
4G

Make

Radio firmware version

Network

The Network section provides the following details:

Network

Connection
() Connected

Last connection date
01/30/2021 05:31:09 PM

Network identity

Roaming status
Not roaming

MNC
270

ICCID

MDN / MSISDN

Model

Verizon SKU
VZW160003260001

IP address
100.76.36.136

Last disconnection date
01/30/2021 05:18:36 PM

Roaming country
Not applicable

MCC
31
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Provisioning

The Provisioning section provides the following details:

Provisioning A
Device status SIM OTA timestamp
O Active 04/23/2021 11:46:38 AM
Activationdate Deactivation date

04/23/2021 11:43:39 AM --

Suspended date Expected resume date
Last order status LastorderID
SUCCESS 909993637

RequestID

fO94aeic-486b-4256-9146-56ab582de430

Transaction history
Order Status Date Submitted by
Activation @ Success 04/23/202111:43:39 AM  Mark Nicholson
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Service plan and billing

The Service plan and billing section provides the following details:

Service plan and billing ~

Account

Billing cycle 23 days left

Cycle starts Cycle ends
January 29, 2021 February 28, 2021

Rated usage Last updated date

Raw usage Last updated date
3.09MB 02/05/2021

Service plan description
IOT ACCOUNT SHARE 1GB $1/MB

Service plancode Service plan type
CCMPub Public Dynamic
Feature codes(SFO) Network public feature codes

84840, 84206, 83905, 84777, 75802, 75706, 84777
47309, 48526
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Attributes

The Attributes section provides the following details:

Attributes

Cost center
Device group

£ Default:
MyCustom Field 1
MyCustom Field 2
MyCustom Field 3
MyCustom Field 4

MyCustom Field 5

Name

Address
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Subscriptions

The Subscription section provides the following details:
Subscription

Locationservices SKU
TS-BUNDLE-KTO-LOC-COARSE-MRC

FOTASKU
TS-BUNDLE-KTO-SWMT-MRC

Bundle SKU
TS-BUNDLE-KTO-MRC

Diagnostics SKU
TS-BUNDLE-KTO-DIAG-LWM2M-MRC
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Location

The Location section provides the following details:

Location
Location Last location update status
Enabled Successful
Lastlocation update Lastlocation attempt
01/27/202110:44:12 PM 01/27/202110:44:12 PM
Latitude, Longitude Location accuracy
38.890378, -104.566069 3340 Meters

82021 MAPQUEST, @ MAPBOX ® TOMTOM | TERMS
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Advanced diagnostics

The Advanced diagnostics section is available by subscription and is used to provide details that help in troubleshooting device issues.
You can also reboot devices on this page. See Appendix for field descriptions.

Advance diagnostics A
Modem
APN1 APN2
Battery level Battery status
0% -
Power sources
Last streamed value
CelllD Network bearer
RF signal strength RF link quality
0 0

Streaming statuses

CelllID Network bearer

RF signal strength RF link quality

Streaming statuses

CelllD Network bearer

RF signal strength RF link quality
Timers

PSMtimer Active timer

eDRX timer Paging time window
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Device Groups

Use the Device Groups page to assign devices to individual groups. A device can only be assigned to one group at a time. Use the left
navigation to open the Device Groups page.

Campaigns

Dashboards
Downloads
Logs

Reports

Cloud connectors
Geofences
Rules

Scheduled reports

Manage device groups
113 Device groups
Group name Description
ArulTest_Group ArulTest_Group

ATestingGroup122

awesome group

CCu Ccu

ccu Cccu

csvgroup_imeiniccid

DanielLiangDeviceGrp1

DanielLiangT1

Default: 0107787298-00001 Default: 0107787298-00001

90

Account

0844021539-00001

0844021539-00001

0844021539-00001

0844021539-00001

0844021539-00001

0844021539-00001

0107787298-00001

0107787298-00001

Devices  Add devices
or attributes

& 1

Devices Actions
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Software Management

Use the Software page to keep your loT device software current with the latest firmware using our firmware-over-the-air (FOTA)
services. Here you can manage firmware or software that is available to download to devices.

For new update packages to appear in the ThingSpace portal, the following prerequisites must be in place:

¢ Account eligibility — You must have an existing ThingSpace account with an Enterprise ID and Unified Web Service credentials.
You can get these from your Verizon account representative.

¢ Licenseavailability — You must have ThingSpace software management licenses (bundled or a la carte) available on your
account. You can get these fromyour Verizon accountrepresentative. Thisisincluded for loT marketplace users.

o Device eligibility — You must have certified devices on your account that have qualified FROM firmware version loaded.

¢ Certified package - Verizon must have certified a qualified FROM version — TO version upgrade path package and published it
foruse.

¢ Readyforcampaign-Yousee that FOTA campaignis available for eligible firmware on eligible devices.

NOTE: A subscriptionto ThingSpace Software Management Services is required for Manage Software access.

Software ° P

0

Software name Pilat vorified Profocsl FOTA make
FW. TE89-5TET: OMADM Chaghcomm
Tt A F ¥ VERIZON
Marts
st App 100 HTTR VERIZON
Campasgrs
¥ Test App 78 EL-A c )
Dashboards
) Test App O HTTP erizon
Dicrmmilcacts
Lioe () Sierra Wirehiss MOTI04 1OGEEE B002208 MOTIS4 05 0 OMADM St ¥iralean
Reports T Wb MCT354 05 O ORLAD Siara Windlads
() Tea: Wirsleas MCTI84 19035277 OMADM TEST Wesless
354_100G025 9002268 MCTI5S O Sierra Wirsless
Clini] Comnacion
( OTA Mol & 01To02 HF
Goolonces bt e
Fubes () FW.7889-5787 Chaalcomm
Scheduled roports I} Fi-Teae-araT Cuaicorn
AT, Varize ol _54Tc L LM Varizon
{ OTA Verizen Modal. & 62Te83 HF MOTIVE T
| e | .
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Elements on the Software page

1 Q Search - Locate a specific software by name.
2 < Campaign-Create a strategy to update software.
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Searching for Software

Type asoftware name in the Search field at the top-left of the Software page to locate the software.

NOTE: Searchdoes not support wildcard characters at this time.

¥ Soltware

Software

""-n_.___‘_‘_\_\_‘_-_-_._._'_'_'_._,_o—""

NOTE: Searches are not case sensitive.
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Taking Actions

Amenu of actionitemsis available at the top-right of the Software page.

lanage > Software
Software @
Create campaign
Q Search by Software name Show legacy view
Create acampaign
How to create a campaign

Onthe left navigation, click Software. The Software page opens.

1. Selectasoftware name from the list of available software. You can only select one software option atatime.

2. Click the campaignicon C} and select Create campaign. The Create campaign page opens when one or more device is
eligible for the new software.

3. Followthe Create acampaign wizard to complete the creation of your campaign.
Showlegacy view

How to view the legacy Software Management page

Onthe left navigation, click Software. The Software page opens.

Click the campaignicon C} ,and select Show legacy view. The legacy Software page opens.
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Software Details

The Software details page provides metadata about the software itself. You can view the prerequisites required: make, model and from
version as well as the anticipated target (to) version. Other details include the protocol that is being used, the level of testing (whether itis
Verizon certified or pilot verified) that has been done. You can also create a campaign based on the eligible devices that meet the criteria.

How to view software details
Ontheleft navigation, click Software. The Software page opens.

1. Click the Software name to view. The Software Details page opens with details about the selected software.

> > HOSTEDTOSS_NOKIA_822 1572421732449
HOSTEDTOSS_NOKIA_822 1572421732449 <
Software details A
Software name
HOSTEDTOSS_NOKIA_822_1572421732449
From version Toversion
MA1 MA2
Pilot verified Verizon certified
Not applicable Not applicable
Release date
Release note

[HOSTEDTOSS_NOKIA_822 1572421732449 ] MA1 of the NOKIA/822 needs to be upgraded to MA2

Eligible devices A
FOTAmake FOTAmodel
NOKIA 822
Eligible devices Protocol
0 OMADM

2. Click the campaignicon C:? to create acampaign, or go to the legacy view.

Thefollowinginformationis available in the Software Details page.
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Software Details
The Software details section provides the following information:

Software details

Software name
HOSTEDTOSS_NOKIA_822 1572421732449

From version To version

MA1 MA2

Pilot verified Verizon certified
- Not applicable © Not applicable

Release date

Release note
[ HOSTEDTOSS_NOKIA_822_ 1572421732449 ] MA1 of the NOKIA/822 needs to be upgraded to MA2.

Eligible Devices

The Eligible devices section provides the following details:

Eligible devices
FOTAmake FOTA model
NOKIA 822
Eligible devices Protocol
0 OMADM
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Subscriptions

Use the Subscriptions page to view all of the available ThingSpace Services, which are subscription based services that may be added to
your account. The Subscribed section contains a list of all your subscribed services. Any services you are not subscribed to are listed in
the Available section. You can click on learn more to access additional information for each service.

> Subscriptions

Subscriptions
Subscribed

SIM-Secure

Software management

Advanced diagnostics

Intelligence

Location

Hyper precise location

Hvper ¥
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User Management

Use the Users page to view the list of users that have access to your organization’s accounts. On the left navigation, click Users to open
the page.

Manage

|

Devices
Device groups

Software

Campaigns
Dashboards
Downloads

Logs

Cloud connectors
Geofences
Rules

Scheduled reports

Manage users

343 Users-VZW M2M TEST ORG

[l Name Email

D ............ sanes seer@uerizon.com

E] 1, Test Testi@gmail.com

[:] 1, Test Testi@gmail.com

[:] 1, Test Testi@gmail.com

D 1, Test Testi@gmail.com

0 1, Test Testi@gmail.com

D 1, Test Testi@gmail.com

[0 areddy joshitha@verzionrfgdfgdfg1532416
D A, Taf % W@verizon.com

Accounts

00001,
-00001

00001
-00001

-00001
J)-00001

-00001,
)-00001

©00

groups

Role

Administrator

Alerts Only User

Alerts Only User

Alerts Only User

Alerts Only User

Alerts Only User

Alerts Only User

Unified Web Services

Administrator

Preferences Applog

QT

Active

NOTE: Youareonly able to create Alerts Only and Unified Web Services (UWS) users. Use MyBiz Profile Administration to add regular
portal users.

COMING SOON: The ability to manage all users.
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Alerts

ThingSpace includes a notification feature that alerts groups of users when a value or status associated with a device changes, specific
device events occur, or when certain data thresholds are breached. For example, you can establish arule that notifies a field service
technician when aremote device is consuming too much data or too little data, indicating a malfunction. When the conditions of a
notification rule are met, the system sends out a message using the media (email or SMS) specified for each recipient. Use the Alerts page
to view these notifications.

When aninitial notification is sent and, if it is not acknowledged by one of the users in the notification group, up to three subsequent
messages are sent at an hourly interval (maximum = 4). The system resends a notification message only when a notification has not been
acknowledged.

Any user defined in the notification’s target group can acknowledge a notification. Notifications are acknowledged from the Notification
Logscreenonly.

NOTE: The content of anatification message is preformatted and you cannot changeit.

Type Account Device 1D Teigper Rocipients Sert L Coumt Status

Elements onthe Alerts page

1 | Q. [Search-Locateanalertby device identifier.

2 |'Y/ [Filter—Limitthe list to only alerts having specific attributes.

99



ThingSpace Manage v2.0 -User Guide

Searching Alerts

Use the Search field to search for devices by IMEI, ICCID, ESN, MEID, or IMSI. Wildcard (%) searchis supported for Device IDs.

lonitor > Alerts

Alerts

ApplyingFilters
How to apply filters
Onthe left navigation, click Alerts. The Alerts page opens.

Click the filtericon \ FIlte ' The Filters page opens.

tor > Alerts

Alerts

Q earch by IMEI ID, ESN, MEID, or IM VF\'.é'IA
Status Date range
Accounts 2021-01-24 = 2021-01-30
Triggers
Status Resst
[ I3 B Acknowiedged [l Unacknowledged
Account
All accounts v
Trigger type
All triggers v

Clearall Cancel m

1. Click oneach left navigation page, or scroll through the list to view all available filters.
2. Selectthe desiredfilters.

3. Click Resetin afilter category to select all filters in that category. To apply a date ranger filter, enter adate range of no more than
31days.

4. Click Apply. The count of filters applied displays.
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Acknowledging Alerts

Alerts that are not acknowledged are set to send scheduled reminders. To stop receiving reminders, you must acknowledge the alert.

Toacknowledge an alert, click the check mark in the Actions column for the appropriate alert. When the alert is acknowledged, the
checkmark changes from gray to green.

Actions

You canalso perform bulk acknowledgements.
How to acknowledge alerts in bulk

1. Select each alert checkbox.

2. Clicktheactionsicon "Aq)and then select Acknowledge to complete the process.
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Campaigns

Use the Campaigns page to manage software upgrade campaigns.
Toopenthe Campaigns page

Onthe left navigation, go to Campaigns. The Campaigns page opens.

) Campaigne
Campaigns e @

Campaign name Campaign status Startdate Software version (to) Included devices  FOTA make Actions

1W13/2020 VerzonF rmmware\Version-02

1/13/2020 VenzonF wmmareVerson-02 1 :
" 1 T
Dashboards " Vengonf v 2
Downloads ¢ RequestFaled 1WiIV202 § 1 f
Logs 10, F 5}
Foports J 1 A
1 Vorizonf O
Cloud commectons 10 1 B
Geolences 10, 1 A
Pubers Canceled 10/22/202 Voo sion02 1 -
Scheduled reports RecuestFaled 10/22/2020 '.\4
ERIZ N
VERIZ! :

Elements onthe Campaigns page

1 | Q [Search-Locateacampaignbyname.

2 | Cp |Campaign—Openthe Campaign menu.

3 'ﬁ Delete — Permanently remove a campaign.
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Search for Campaigns

Use the Search field to locate campaigns by name.

NOTE: Searchdoes not support wildcards for campaign name.

Automate » Campaigns

Campaigns

NOTE: Searches are not case sensitive.

Taking Actions

The Campaigns page action menu contains the Show legacy view action.

omate » Campaigns

Campaigns

Deleting a Campaign

NOTE: Only campaigns that have not been started are able to be deleted.
How to delete a campaign

Onthe left navigation, click Campaigns. The Campaigns page opens.

Click onthe Campaign’s delete icon -Iﬁ . The Campaignis removed from the list.
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Campaign Details

Use the Campaign details page to view upgrade status. View details of your campaign, including reports on the devices that were included
inthe campaign, state of the campaigh metadata, start dates, the software included, specific device information, such as what devices are
included in the campaign, and the status of the upgrades.

Toview campaign details
Onthe left navigation, click Campaigns. The Campaigns page opens.

Click the Campaign name. A Campaign details page opens with details about the selected campaign.

3 27cOaBab-Td66

27c9a8ab-7d66-46¢7-825d-1dac017b5c07 > Completed

I«

Software name Startdate End date
Jan 22, 2019

Campaign ID

27cHaBab-7dé6-46¢7-825d-1dacOiTbscO7

FOTA make FOTA model

From version To version

N02788_9902266_SWI9X15C_05.05.58.99_0 1102788 _9902266_SWI9X15C_05.05.58.05_0

0_VZW_005.032_099 0_VZW_005.032_000

0 Results

Device identifier Status Details

350225055602569 UpgradeFailed Firmware update to device failed
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Legacy View

Thelegacy Software management page is shown below.

Software dashboard  Devices  Firmware  Campaigne  Reports
Software management - cxzo7ezo000r

Latest firmware available

SR1.2.0.0-10512
SEQUANS Communications-GM0O1Q

View all firmware

Last campaign Created10/02/2020

CampaignID edfb5aa0-5244-4072-886e-
eaf276920cac

Make & model SEQUANS Communications-GM0O1Q

New firmware version SR1.2.0.0-10512

Devices in campaign 1

Status RequestFailed
Date occured 10/02/2020
View more campaign details >

105

Campaign status and history

Cancelled

Licenses

~ Purchased

10

10% Attached

Attached 1

Unattached

® O

Refresh View
i device list

Campaigns Campaigns

Campaigns
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Dashboards

The Dashboards page provides a system overview, quick searches, filters, and useful navigation links. Use this page to get a snapshot of
your account, total number of devices, and all connected, suspended, or deactivated devices. The Dashboards page is available from the
left navigation and is set as the default home page for first-time users. You can change your default home page in Settings.

Dashboards '
Totad devices Total active Active & Actve & Deactrvated Suspended Pendng
Conmacied Disconmectod
62421 44294 1 44293 4873 2636 1380
Device status ° Recent alerts o
ecuned sl ts Unacknowhodged Ackmowieoged
Aoxts 47959 47953 6
Campagns
. Alort name Date Status
Connecton Il Provesorseg status 7 A %
AM
3 oA a & 3 2 3

Cloud connectons

Gootences

Rues

Schedded repoxts
dad rog Recent transactions ° 31’ Average provisioning time °

Successtul Falled I progress Partiod Sccess

398 175 10 0 B

COMING SOON: The ability to customizable your dashboard and arrange pods to your business needs.
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Elements on the Dashboard

1 Device Statusfilters

2 Device Status pod

3 Recent Alerts pod

4 Recent Transactions pod

5 Average Provisioning Time pod
6 Analytics Dashboards

Device Status Filters

The device status filter results display along the top of the page. These filters show the device counts on acompany’s account, along with
the total active, active-connected, active-disconnected, deactivated, suspended, and pending. Click a filter name to open the Devices
page with devices that correspond to the selected filter. For example, click Total Devices to open the Devices page with alist of the total
number of devices.

Total dovices Totalactive Active & Active& Deactivated Suspended Pending
Connected Disconnected
577 566 53 513 8 0 0o

COMING SOON: See how many devices are in Pre-active status.
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Device Status Pod

The Device status pod uses color-coded pie charts to show the connectivity and provisioning status for devices. Clicking in the
Connection or Provisioning circle opens the Devices page listing devices with their connection and provisioning status. Clicking on the

links the pie chart has the same result.

Recent Alerts Pod

Device status

-

Connection

® Connected: 53 |

Disconnected: 513 (2064

The Recent alerts pod contains filtersand arecent alerts list.

Provisioning status

@ Active: 566

® Deactivated: 8 (1
Suspended: 0
Pending: O ((
Other: 3

Three filters at the top of the pod show the total number of received, unacknowledged, and acknowledged alerts. The table below the
filterslists the five most recent alerts, the date and time when they occurred, and their status.

Recentalerts

Received alerts

149

Alertname

Unacknowledged

147

Date

Acknowledged

Status

f_:l Deactivation Request
Q Deactivation Request
Q Deactivation Request
Q Activation Request

L\ Activation Request

08/27/2020 12:05:32 PM
08/27/2020 12:05:30 PM
08/27/2020 12:05:28 PM
08/27/2020 12:04:14 PM

08/27/2020 12:04:11 PM
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Recent Transactions Pod

The Recent transactions pod contains filters along the top of the pod showing the total number of recent transactions that were
performed successfully, are in progress, or have failed. The table that follows these filters lists the five most recent provisioning orders,

their status, and the date and time when they occurred. Clicking on an order takes you to the Log Details for the order. The actions

icon @ allows you to quickly run bulk transactions with asingle click.
Recent transactions &
Select w
Successful Failed In progress Activate
366 55 3
Change cost center
Change custom fields
Order Status Date
Change device group
Failure 01/26/202108:00:55 AM
Change service plan

Deactivation
Change Service Plan Failure 01/26/2021 08:00:36 AM Ghange wirsless number
01/26/2021 08:00:07 AM Swap devices

Failure
Suspend

Resume
Suspension Failure 01/26/2021 07:5917 AM
Resume
Activation 7 Success 01/26/2021 07:55:53 AM
Deactivate

Upload devices

View more

Average Provisioning Time Pod
The Average Provisioning Time pod shows a graph with an average of device activation time, by day, over the last seven days (from the

time the activation order was submitted until the order completes).

NOTE: Additional transaction supportis planned for a future release.

Average provisioning time

o0 —®- ——

——_Activation
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Analytics Dashboards

ThingSpace Analytics is a new capability within the ThingSpace Intelligence suite of services. ThingSpace Intelligence subscribers can
use the Analytics dashboards to understand connectivity data through interactive visualization dashboards. Also included in ThingSpace
Intelligence service is access to the Wireless Network Performance tool, which offers deeper insights into the Verizon network.

Contactyour Verizon representative for additional information, and to subscribe to this feature.

Onthe left navigation, go to Dashboard > Analytics dashboards to open the page.

Anabyics

Analytics dashboards

Filtering

Apply quick filters and custom filters across all dashboard elements (all charts).

Toapply filters to all charts

1. Clickthefiltericon v below the view title in the upper-left of the page. The Filters dialog opens.

2. Selectexisting filters or build a custom filter. To apply existing filters, click one or more toggle(s).

Tobuild a custom filter

Click Add. The Edit filter dialog opens.

—_

Select the Field tofilter.

2. Selectthe Condition type.
3. Selectthe Value tofilteron.
4. ClickSave.

You canalsoclick achartfiltericon v to apply separatefiltering for just that chart.
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Search

Clickthe searchicon O\ totype akeyword, or click the Natural Language Processor icon totype a question.

ExportData

You can export individual charts into multiple formats. Visualizations may export to images, tabular data may export to CSV or XLS files.
You can also download filtered data to a PDF file. Click the pen the Share and Email Options dialog and click Export as PDF.

Analytics Dashboard Views

Click the view menu to select one of the following views.

Analytics dashboards

Disclaimer: Pl¢ review the Data Usage FAQ page to un

Device [
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. ___________________________________________________________________________________________________________________________________________|
Device Plan Data Usage dashboard provides insights into aggregate usage trends on a daily and cumulative basis. You can also see

devices with top data usage within the billing cycle, the last seven days, and the last 30 days.

Device Data Usage

Price Plan Summary

Account Name

Daily Usage Trend (Current Billing Cycle)

Daily Usage

Service Plan Description

77109-00001 )T GATEWAY A JUNT SHARE USA ONLY

Aggregated Usage

Device Count Total Allowance Total Usage (Unit)

Top 20 Devices (Current Billing Cycle)

Account Name Service Plan Device Identifier

Billing Start Date

Billing End Date

Usage (Unit

Weekly Usage

Monthly Usage

Usage

Usage

Top 20 Devices (Last 1 week)

Account Name Service Plan Device identifier

Top 20 Devices (Last 1 month)

Account Name

Service Plan Device Icentifue

Usage (Unat
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Devices Overview dashboard providesinsights into device attributes and distributes, such as states, rate plans, groups, make and model,
etc.

Devices Overview

Device Distribution By Account Device Distribution By State

Account Name

ice Counmt
~  Device Cou active deactive
Device Distribution By Rate Plan Device Distribution By Device Group
CCMPUL LowUrage
' '
Pubix DymamiciCs
1
) Setup G
_— I PP
Device Distribution By Type Device Distribution By Device Make
VIW 3G VIWLTE mot nov odi
s
Device Distribution By Device Model
nimbelink - nl-sw.lte-svaim21 vz jetpack 4g mhs mifid6201 mobilogix - mults sensor unit - test device
& sequans - monarch go gps mobilogix - Ite asset tracker nimbelink - ni-sw-ite qbg%6 multi tech - mtc-mnal-bot
- encore - end000 sequans cat 1 @ nlsw-lte-gelis3 - 4goditest ims-less
'
)
)
'
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. ___________________________________________________________________________________________________________________________________________|
Diagnostics analytics dashboard providesinsights into LWM2M diagnostic streaming events if compatible LWM2M devices are
streaming.

Diagnostics v

Diagnostics device reporting count histary within timeframe

RadioSignalstrength LinkQuality Cellid @ NetworkBearer

Radio Signal Strength Distribution

50th Percentlle &8th Percentile 9ath Percentile 95th Percentile 99.7th Percentile

Provisioning analytics dashboard providesinsights into provisioning history.

Provisioning

Provisioning Summary

Activated Deactivated Suspended Resumed

Provisioning History

Activated Deactivated Suspended @ Resumed
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Software Management and SIM-Secure analytics dashboards provide insights into license utilization and campaign history (if available).

Software Management

Distribution of Licenses

Attached License Available License Executed License & Purchased License

Campaign Status Distribution

Cancelled Completed In Progress Incomplete @B RequestFailed Unavailable & UpgradeFailed

For users subscribed to the ThingSpace Intelligence premium bundle, an Anomaly detection dashboard view is also available.

Top 28 Asncrmal Devices By Data Usage (Last 1 Week] Top 20 Very Abnormal Devices By Dats Usage (Last | Week)

Usage And Ancmaly Events Over Time By Gata Usage (Last 30 Dy

The anomaly charts display the top 20 anomalous devices by data usage. Those devices can be runin the reports page toretrieve any
anomalous event. These charts can be useful to gauge the # of anomaly events at a macro level. For example, if many devices suddenly
spiked in usage this chart would highlight the trend and spikes.
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Wireless Network Performance

Wireless Network Performance (WNP) is a My Business analytics tool that offers deeper insights into your Verizon network device data.
WNP is available in Basic and Premium tier. ThingSpace Intelligence subscribers can use WNP, which is available in Basic and Premium
tier. The Intelligence bundle includes WNP when ordered in basic (licensed) or tiered plans.

OpenWNP from the Verizon Apps menu s==.

L)

verizon’ WNPE== @ @ @
See your account reprosentativ
008201 T Select Or Type Company Name v
Sl 7. R T
" - -
“he
"w
o R}
q Mrtes
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Downloads

The Downloads page lists all the files that are available for downloading.

Onthe left navigation, click Downloads to open the page.

Dowraats File type
Downloads ®) xsx

Reportname Report type Date/time creatod Fibo size Filo status

o Connected Sasson Hat 02/20/2021 12:00:30 AM 10 KE Do rewe 6
L »-w Recet Q2/20/2021 120022 AM 0 Devere

Nerts

Campagrs

Dashboards

Cloud conmection

Geolences

Fufes

Schoduod reports

Elements on the Downloads page

1 File Type options — Select the file format to download.

2 | 1 |Download-Exportthefile.

How to download areport
1. Atthetop-right of the Downloads page, click the File type of your choice (XLSX or CSV).

2. Click the Report name downloadicon N2 . The file exports to your device

17



ThingSpace Manage v2.0 -User Guide

Logs

The Logs pageis a list of submitted provisioning transactions.

Onthe left navigation, click Logs to open the page.

NOTE: Thisisthe equivalent of the Transactions pageinlegacy ThingSpace Manage.

Dovicos

Dwvco groupn

Softwre

Harts

Campasgs

Dushboards

4 Downloads
Q -

Reporns

Date

T
't (Y]
' 7 P
4 AM
45:44 AM
11004 A
454 AM
( 1 10:4151 AM

( 1104
( 1 104908 AM
AM
( ) 1 AM
~~~~~ T
AN

Order type Status Devices Submitted by
Act o b
Pe b TAN
H
vap ESNMEIC
o, 2E N
vag 3
vag MEN > '
vap M
20 IME ' 3
N D
r ON
Ct ND 1
Ch VON >

Account
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Elementsonthe Logs page

1 | Q_ [Search-Locate aspecific log by request or device identifiers.

2 (1{’ Actions — Open the Logs action menu.

3 @ Show application log — View and download the Applications log.

4 | & |Download—-Exportthelist.

5 | Y/ [Filter—Limit the list to logs with specific attributes.

SearchingLogs

Use search to view the log records that match the entered criteria. You can enter a Request ID or a Device ID to narrow your search
results. Wildcard (%) search is supported for Device ID and MDN search only.

> Logs

Logs

—  ma——

NOTE: Searches are not case sensitive.
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ApplyingFilters

How to apply filters

Click \/ Filter v rpe Filter page opens.

Monitor » Logs
B L
Logs
v Filter .~
Status Date range
Account (® 7days () 30days () 60 days
Logtype Bleset
B~ & rctivate [ Deactivate [ Swap B resume [ Suspend [ Change service
plan
B change wireless
number
Status Beset

By B o successf  pending [l © Failed [ Partial success

Clearall Cancel

1. Usethe left navigation to view all available filters. Click Reset to select all filters in the category.

2. Click Apply. A count of filters applied appears with the filtered results.

120



ThingSpace Manage v2.0 -User Guide

Taking Actions

Use the actionsicon & todisplay a menu of actions.

Logs ® e

|

Provisioning Actions

The majority of Logs page actions are provisioning actions, such as activate, change service plan, change wireless number, swap,
suspend, resume, and deactivate. Other actions include revising cost center codes, custom field values, and device groups.

Administrators can also upload devices identifiers from this menu.

&

Select v

Activate

Change cost center
Change custom fields
Change device group
Change service plan
Change wireless number
Swap devices

Suspend

Resume

Deactivate

Upload devices

View ApplicationLog

How to access the applicationlog

Click the applicationlogsicon @ . Thelegacy Application Log page opens.
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Download the Transaction Log

How to download the transactionlog

Click the downloadicon i to download the transaction log.

Log Details

ClickaRequest ID to drilldown into log details.
Toview log details
Ontheleft navigation, click Logs. The Logs page opens.
1. ClickaRequestID. The Logs Details page opens with details about the provisioning transaction.

2. Click the downloadicon N4 to download the details of the transaction. The following information is available in the Log details

page.
M > > dddde530-0988-4196-b816-2eb025402724
Log detalls Success  Activation i
Service plan Submitted by Submitted date RequestID
10T GATEWAY 100MB $1/MB jing luo 04/22/2021 07:09:27 PM dddde539-9988-4196-b8f6-2ebc254027a4
Submitted Success Pending Failed
1 1 0 0
Q
1Results
Device Identifier ICCID IMEI MDN/MSISDN IP address Status Description
CSUCC@ Device was moved from a different account
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For Activation orders that have completed in the past seven days, you can click the status value (e.g. Success, Failed) to view the order
status.

This is a successful activation order example.

Latest activation order 100%Success £
Updated: 2/5/21 947 PM

Device identifier:

Service plan: CCMPub

Billing account:

Progress Status Time Message
Account & Credit Verification Success 02/04/202105:20:21 PM

Device Vakdation 2 Success 02/04/202105:20:21 PM

Number & IP Allocation Success 02/04/202105:20:22 PM

Provisioning Configuration ) Success 02/04/202105:20:26 PM

Network Registration Success 02/04/2021 05:20:28 PM

Order Completion ) Success 02/04/202105:20:35 PM

The following is a failed activation order example. You can identify where in the provisioning process the transaction failed. In this
example, the failure occurred in the Provisioning Configuration step because the device was already active on another line.

Latest activation order 16%Failed
Updated: 2/5/21 919 PM

Device identifier:

Service plan:

Billing account:

Progress Status Time Message

Account & Credit Verification Success 02/04/202111:4747 AM

Device Validation Error 02/04/202111:4748 AM

Number & IP Allocation N/A

Provisioning Configuration Error Device 1D or ICCID not found in DMD
Network Registration N/A

Order Completion N/A 02/04/2021 11:47:18 AM Client callback sent
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ApplicationLog

The Application log page lists application actions users have made while in ThingSpace Manage.

Ontheleft navigation, click Logs to open the legacy page.

Application log @ @ @

Preferences

224 logs Qv o
Date Account Device User Interface Event type Description
gg/g? f‘opz,:‘ Application Log AccessApplicatio. zcc:::‘tlﬁtpoicanm Log
g csioniog R, A oriinte
83'?75{)280[5:4 Manage Users GetUsersList Get users search successful
83,275{)212’2‘.:1 Manage Users GetUsersList Get users search successful
gg’?g 2230,:2,;',‘ Manage Users AccessManageUser. :::::;t:‘l\hnage =
gglgjﬁoglﬂ DeviceGroup GetDeviceGroupsL f::;:‘;fj groups st
8323233054 DeviceGroup GetDeviceGroupsL ?c‘::;;j groups st
83/23/3220;1 Y DeviceGroup AccessManageDevi gc:::z :x‘::?j evce
gg’gg@opi?q Manage Users GetUsersList Get users search successful
85/32/02703'1 Manage Users GetUsersList Get users search successful
Showperpage | 10 & © 2. 23 Next)
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Reports

Use the Reports page to run reports from a selected list over a period of time.

Ontheleft navigation, click Reports to open the page.

Reparts
=
Reports o
eport typss Do 10 Stari dabe [ nad b
Diaily uesage \ Q m M 2020142 [5] qon-oz-02  [5

E %

0 Awnudty

Alarts

Campsgrs

Db s

Drwrilancks

[@8 Logs
O
Midoirubi

';=| Clowd connectors
T  Goofences
=

Pues,

Scheduled reports

Elements onthe Reports page

1 ,’[ﬁ{ﬁ Reports — Create anadvanced report

2 . Reporttype - Openamenu to select areport category.
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Running Select Reports

How runreports

Onthe left navigation, click Reports. The Reports page opens.

Select report criteria:

1. Selectthe Report type. The available report types are listed below with details in their own section. You can run these reports
and get the results delivered quickly (online report), or submit them using the advanced reporting option and get the results when
they complete (offline report). The maximum date range is 45 days for online reports.

Aggregated usage Daily usage Connectionhistory

Hyper precise session history — Hyper Precise Location Services subscription required. Hyper precise aggregated usage —
Hyper Precise Location Services subscription required. Location — for customers that subscribe to Location Services

Session history Ratedunbilledusage

Usage anomaly — ThingSpace premium Intelligence bundle subscription required. Usage trending chart

2. Typeupto10DevicelDs

3. Select aStartdate SelectanEnd date
4. Click Run.

Alternatively, you can openthe Reports page from the Devices page by selecting one or more devices and clicking the reportsicon ﬂ/ﬁil/u
and then choosing the report to run.
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Running Advanced Reports

o
Use thereports alil jcon to create, save, and/or schedule advanced reports. These reports usually take longer and are submittedin the
backend for processing. Finished reports are available on the Downloads page.

Create and schedule areport X
Select report type. Filter and schedule selections are optional.
Report type
Daily usage o
IDs and dates DeviceIDs
Accounts O\
Attributes
Startdate Enddate
View — —
2021-01-24 2021-01-30
Schedule
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Aggregated Usage Report

Use the Aggregated Usage Report to track overall usage for all devices on your plan. This report includes sums for data and/or SMS
usage within a specified date range. Usage for the current date is the accumulation from 12:00 AM to within approximately 15 minutes of
the end of the latest data session, and to within approximately six hours for 4G devices that stay connected for extended periods.

NOTE: The offline reporting maximum date range is 12 months.

* Reports

i
Reports
Reporttype Device IDs Startdate End date
Aggregated usage v Q 2021-01-24 E 2021-01-30 [Ex) n
Deviceidentifier MDN Account ESN MEID IMEI IcCID IPack
10070
Daily Usage Report

Use the Daily Usage Report to establish normal usage patterns by examining daily usage. This report provides a breakdown, by day, of the
amount of data transported to and from a device, or a list of devices within a specified date range. The daily usage period is from 12:00 AM
to 11:59 PM, Pacific Daylight Time (UTC-7). Usage for the current date is the accumulation from 12:00 AM to within approximately 15
minutes of the end of the latest data session, and to within approximately six hours for 4G devices that stay connected for extended

periods.

NOTE: The offline reporting maximum date range is 12 months.

Startdate

2021-01-24

&

Enddate

2021-01-30

> Reports
Reports
Reporttype Device IDs
Daily usag: v Q
Device identifier MDN Account ESN

MEID

IME!

iccip

R

1P ad¢
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ConnectionHistory Report

The Connection History Report shows each connection event for a specified device(s) over a particular date range, and provides the start
and stop events associated with a device’s connections. This report also shows data usage during each connection.

NOTE: Theonline reporting date range limit is seven days, and for offline reporting, the maximum s three months.

> Reports
&
Reports
Reporttype Device IDs Startdate End date
Connection history Q 2021-01-24 & 2021-01-30 &0} o
Device identifier MDN ESN MEID IME! iccio IPaddress Even'

1/30/:
1/30/:

1/30/:

1/30/:
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Session History Report

The Session History Report provides information about one or more device connected sessions within a specified time period. This
includes both data usage consumed and duration of each session. A connection session is delineated by Start and Stop records. For
offline reporting, the maximum date range is three months. This report only contains information about data sessions that have ended.
The report does not contain information about current, ongoing data sessions, including those of 4G devices connected for an extended
period.

> Report:

Reports

®

Reporttype Device IDs Startdate Enddate

Session history v Q 2021-01-24 &= 2021-01-30 = “

Device identifier MDN ESN MEID IMEI icciD IPaddress Start

01/30
01/30
01/30
0130
01/30
0130
0130
0130
0130

01/30
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Rated Unbilled Usage Report

The Rated Unbilled Usage Report provides unbilled data and SMS usage for one or more devices from the billing cycle start to the latest
date usage datais available. Thisreport contains rated, unbilled data for the selected device’s current bill cycle only. Historical data is not
relevant. Usage data in this report is typically two daysin arrears for non-roaming data. Therefore, to obtain areport that contains usage
data for the first half of a bill cycle, wait until about Day 17 to generate a report. Roaming data may be updated less frequently. Rated usage
datais not available to display in this report until about six days after the selected device’s bill cycle start.

Whenyou attempt to generate areport before data for the current bill cycle is available, this report displays data and SMS usage from the
most recent bill cycle. Consult the column labeled “Start Date — End Date” to determine the billing period of the usage dataincluded in the
report.

Reborts

Reporttype Currentbilling cycle N Shared  Timeleft Acocount Datapool
Py
Rated unbilled usage v March 10,2021 \J50%/ 10MB 27 days 00001 v CCMPUb v o

uits - Usage as of 02/26/2021 19.00 PM EST

Device identifier iccip IP address Costcode cent: irel Used | i d(%) g

0000 87 M8 870 0
0000 8sams 840 o
0000 61M8 610

0.000 35MB 350 0

0000 34MB 340 o

Usage Anomaly Report

For users subscribed to the ThingSpace premium Intelligence bundle, a Usage anomaly report type is available.
The Usage anomaly report shows anomaly events for a specified device(s) over a particular date range. Each eventincludes:
¢ ICCID: The SIM card number associated with the device
e Eventdate: The timestamp (within the hour) from which this anomalous event occurred
e Usage (KB/h): The reported data usage from the hour within the event
e Anomalyrarity: The probability value that represents the rarity of the event
¢ Anomalyflag: The type of anomaly (Abnormal or Very Abnormal) as defined in Anomaly Settings
e Anomalyreason: The options only over and under expected usage?
Users canrequest to be alerted about these events by configuring a Usage anomaly rule in the Rules page.

NOTE: The machine learning algorithm requires a minimum of 2 weeks to become trained for a particular device. Expect a high number of
false positives early in the device lifecycle with this service.
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Usage Trending Chart

Thisreport provides achart that shows data usage patterns over a specified time period.

Runreport osswsevendngenan A

Data usage trending chart
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Cloud Connectors

Use the Cloud Connectors page to configure Critical Asset Sensor (CAS) devices and stream the data to a set endpoint.

Onthe left navigation, click Cloud connectors to open the page.

Ohast | e s

Cloud connectors

Stream name Last Lo run stabum Target type Enable Acbone

1

IActions — Open amenu to configure devices or create a stream.

*:j Refresh —Reload the page with up-to-date data.

2 Search - Type a stream name to locate a specific connection.
3 Filter — Openthe Filters page to limit the connections on the page to those with specific attributes.
4 Data streams — A menu of connections.

5 f Edit— Open the Stream setup page and revise stream attributes.

Delete — Permanently remove the record from the system. This action cannot be undone.

=
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Create a Stream

Streaming requires a target resource to define the endpoint, and a subscription resource to define what is streamed to the target.
How to create a stream

Onthe left navigation, click Cloud connectors. The Cloud connectors page opens.
1. Clicktheactionsicon "Aq) and select Create stream. The Setup a stream dialog opens.

Setup astream

Streamname *

My Stream

Target type *

Select w~

URL

Amazon Web Services

Microsoft Azure loT Central

Cancel

2. ForStream name, type a descriptive label to easily identify the stream.

3. ForTargettype, select the type of streaming you are defining (URL streaming, streaming to Amazon Web Services, or
streaming to Microsoft Azure loT Central.

4. Click Next. The Authentication type menu opens. See Using REST URL, Using Amazon Web Services, or Using Microsoft Azure
loT Centralto continue the Add Stream process.
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Using REST URL

How to configure a stream to your cloud account

WhenaURL is selected, the Authentication type menu opens. The selections are:

Setupastream

Authentication type *

itication options for streaming APl

Select w

Mone

Basic

oAuth 20

Cancel Back )

None-The Target location field opens to type the URL address.

Basic - In addition to specifying the Target location, you must also include a User ID and Password. Also, you must add the following field

to the body of the request “httpheaders”: { "Authorization": "Basic <<>>"}

oAuth 2.0 - In addition to specifying the Target location field, you must also include an Access token. Optional fields are offered with this
selection, and you must add the following fields to the body of the request:

“key1”:“Bearer <<>>"

“oauth”:{“body”:{ “grant_type”: "refresh_token”, “refresh_token": “<<>>",“scope”: “<<>>"}
“headers”:{“Authorization”: “Basic <<>>", “Content-Type: “application/x-www-form- urlencoded” }
“host”{ “hostandpath™ “<<>>"}}. To obtain the BASE64_CLIENTID:CLIENTSECRET

Do the following:

1. Concatenate the CLIENTIDand the CLIENTSECRET, with a colon between them into a continuous string, like this:
CLIENTID:CLIENTSECRET.

2. Encode the entire stringin Base64 format. (To learn more about encoding in Base64 format, visit
https://www.baseB64encode.org/).

3. UsetheBase64 encodedvalue of CLIENTID:CLIENTSECRETinthe API.
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NOTE: Targetlocationis the address, or URL, for the endpoint receiving data streams. The format depends on the selected address
scheme but is often a host:port value. The endpoint must support a secure HTTP (HT TPS) connection and the endpoint server Transport
Layer Security (TLS) certificate must be issued by a trusted certificate authority. This standard across all authorization types.

Click Next. The Subscription dialog opens.

Using Amazon Web Services

ThingSpace uses an external identifier for increased security when streaming to Amazon Web Services (AWS). You generate the
identifier in ThingSpace, then use it when configuring an AWS account and a ThingSpace target resource.

How to configure an AWS account

Signinto AWS.

—

Browse to IAM (Identity and Access Management).
Fromthe /AM Dashboard, click Roles.

Click Createrole.

For the type of trusted identity, select AWS account.
Type the Verizon Account ID,whichis 675479154635.
Check Require external ID.

Select Existing or Request new.

© oo N o o k~ 0 DN

Use the Go to AWS link to view the external ID and paste in the ID

—
o

Click Next.

—_
—_

Select these permissions:
e AWSlotDataAccess
o  WAWSIoTFullAccess
e  wAWSIoTThingsRegistration.
12. Click Next. Tags - No AWS tags are required.
13. Click Next Enter aname for the role (for example, ThingSpace).

14. Click Create Role to complete the process.
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How to configure a stream to your AWS account

Create atarget for AWS streaming. A target resource defines an endpoint that can be used for streaming. After creating a target, use the
target ID from the response when you create a subscription to set up a data stream. Note the requirements for these values to stream to
AWS: address scheme must be streamawsiot. The address is the ARN provided by AWS for the role created above. Regionis the AWS
region where your application connects to AWS loT services. See AWS Regions and Endpoints for a table of regions for the AWS loT
Core service. Note that Things and data from one region are not visible in another region. Name (and description) are not required but
resource names can be used to query for resources late.

With all required Stream setup fields complete, click Next. The Subscription dialog opens.

Setupastream

Verizon AWS account number
675479154635

ExternalID*

@ Use existing O Request new

Connector service *

AWS loT Core v

AWS region*

Select v

AWSrole ARN*

Cancel Back
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Using Microsoft Azure

You can create alivestream from ThingSpace into Microsoft Azure IoT Central.

How to configure an Azure connection

1.

2

6.
7.

Signintoyour Azure loT Central account.

Click Build a solution.

Onthe left navigator, click the Buildicon 1 The Build your loT application page opens.
Onthedesired application tile, click Create app. The New application page opens.

For Application name, type anidentifiable label, such as TS Connector. Take note of the URL as this string is required later in
this process.

SelectaPriceplan.

Click Create. AnloT applicationis created that allows you to stream ThingSpace loT data to.

With the Azure loT application in place, you must now create two Cloud Connector APIs; a target that defines an endpoint for streaming to
Azure, and a subscription that defines a data streaming channel that sends data from devices in the account to the endpoint defined in the

target.

NOTE: Only onetarget/subscription pair for a ThingSpace account. Any existing target/subscription pair for the account must be
removed before enabling this service.
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How to configure a stream to your Azure account

Setup astream

Azure loT central application *
T F t . "

. =

For Azure loT central application, type the Azure IoT Central Application Endpoint URL from the Using Microsoft Azure procedure.

For Shared access signature loT of the central application, obtain the Shared Access Signature Token from Azure Central loT:

1. Onthe AzureloT Central dashboard left navigation, go to My apps > (your new application) > Administration > APl tokens. The
APl tokens page opens.

2. Click Generate token. The Generate token dialog opens.

3. Typeadescriptive Token name, select the appropriate Role, and click Generate. The Token successfully generated dialog
opens with the Shared Access Signature token.

4. Copy thetoken and pasteinto Shared access signature loT of the central applicationin ThingSpace.

5. Click Next. The wizard advances.
Setupastream

Account

Event types

(®) Sensor data @ () Diagnostics

Cancel ) Back | “
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6. ForEventtypes,select Sensordata.

7. Click Save toclose the wizard and complete the process. The new connectionis listed on the Cloud connections page.

You cannow view your CAS device datain AzureloT Central and on the ThingSpace Devices page.
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Configure Devices

You can change the status reporting frequency of each device, and whether or not locationinformation via GPS is running.
NOTE: The more often adevice reports back, or if GPS is turned on, the more energy is consumed by the battery.

How to configure devices

One the left navigation, click Cloud connectors. The Cloud connectors page opens.

1. Click the actionicon, and select Configure devices. The legacy Configure devices page opens.

Configure devices  os«ss220000 Y @

Cloud
connectors O

All devices Ultra low Low Medium High
Frequency Frequency Frequency Frequency Frequency

" D

: IS
5 All devices 0 Selected v selectec )
z Configuration Last Location
Device ID IME! Accounts Frequency © L ]
D i status updated mode
‘ 07/18/2020
Hoh tncste 07:0:00 AM ps
O p— s 03/16/2021
pencNe 02:45.08 PM
07/18/2020
O Medhem e 07:16:01 AM oo
. 06/30/2021
O Mk 02:46:00 PM one
0 o 06/02/2021
03:26:00 PM
10 v

2. Clickthe Cloud connectorsicon @to return to the Cloud connectors page. Type a Device ID in Search to locate a specific
Device. Click Advanced for additional search options. See Additional Device Information.

3. Selectone or more Device ID check boxes. Actions is enabled.
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4. Click Actions. A dialog opens where you can change Frequency and Location mode settings.

Configure devices  ossss220000 v @
Cloud
conneclors
All devices Ultra low Low Medium High
S 0 0o 2 1
Frequency Frequoncy Frequency Froquency Frequency

Q
5 Alldevices 1Selected  Showselected %

O Device D IMEI Accounts Frequu Change frequency Location mode
High O Ultra low @ GPS
O Low (O Disable
O
O Medium
D Medium
(® High
D - - Medium
Cancel
O
10 v

5. Select the Change frequency and Location mode option.

6. Click Applytocomplete the process.
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Additional Device Information

Click a Device ID on the Configure devices page to open the Device property page.

Device property

Device !D: <o

Device property

<»

acceleration
battery
deviceAlarm
deviceConfig
deviceDiagnostic
humidity

light

location
orientation
pressure
signalStrength

temperature

Click theiconsto open the following dialogs:

o
Device
information

Value

"x""0.9147","y""0.0090","2""-0.2438")

{"battery™:{"Threshold";"15","ThresholdRange":"80","al...

{"device":{"checkFota"1}}

{*firmwareVersion®"2.3.7 ", "radioFirmwareVersion"...

16

{"altitude™:0,"latitude":41.886124,"longitude":-87.631...

{"motioninX":"1.0","motioninY","255.0","motioninZ™:"0....

01

-106

208
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Deviceinformation

Device information
DOV‘OQ 'D: O - — -

Device ID IMEI IMSI
Accounts Frequency Last updated

Configuration status Error description
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Configuration history

> Reports

Reports

Reporttype Device IDs

Connection history v Q

1,840 Results

Device identifier MDN ESN MEID

Startdate

2021-01-24

Enddate

2021-01-30

IcCIiD

IP address

R

Even!
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Device history

Device history
Device ID: wv v s

@ Norecords
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Geofences
Inthe Automate section of the left navigation, click Geofences to open alist of geographical areas.

5 dileiaiea

Geofences

1]

Divnen Craated by Diabe croated Asbsarm
@ 1 Wi Ervtry and Exit a Ruchard Scahy W 2020 062 | & ".'"|
@ and o And Arvomysa 2020 14335 FM F M
;“3:: = iy Ch 2020 GBA1O6 AN - |
Drshibacunr s,

Demralonids

sohechled reports

Elements on the Geofences page

1 | Q  [Search-Typeageofence nametolocate a specific geofence.

Edit - Open the Edit geofence dialog to make revisions.

N
EF ~

Delete - Permanently remove the record from the system. This action cannot be undone.
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Search for Geofences

Use Search for locating geofences by name or by the user name who created the geofence.

te > Geofences

Geofences

Taking Actions

Actionicons are available on each row of the Geofences list. To create a geofence, refer to the Creating a geofence in the Devices
section.

Actions
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Edit a Geofence

How to edit a geofence

Onthe left navigation, click Geofences. The Geofences page opens.

1.

Click the editicon J of the geofence. The Edit geofence page opens

Edit geofence ‘ Edit gecfence
Geofence name * Setup reminder *
1w Dhaily W
fest
[#) Drawn geofence Severity
p O Critica w
L -\ Device geofence
Email notification -
1 b (5] v
AT C

Natify
. Geolence el
B cecfence entry
. Dol i wathin geolence

1 Houris) w

o
o G o (=) D
- A

For Geofence name —adescriptive label to easily identify the geofence. For type of geofence:

o Drawngeofence-Ageofencethatisdrawninamap.

o Devicegeofence— A geofence thatis defined for each device based on distance.

For Notify:

¢ Geofence exit- A notification is sent when the device exits the geofence.

¢ Geofence entry- Anotificationis sent when the device enters the geofence.

¢ Dwelltime withingeofence — A notification is sent when the device stays within the geofence for a set period of time.
Click Next. A second page of settings opens.

e Setupreminder-Sendareminder.

e Severity-Select the severity of this geofence. The severity isincluded in the notification email.
« Email notification- Enter the email addresses of those that are to receive the notification email.

Click Save to complete the process.
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Deleting a Geofence

How to delete a geofence
On the left navigation, click Geofences. The Geofences page opens.

1. Clickthe deleteicon [ ofthe geofence. A confirmation dialog opens.

2. Click Submit to complete the process.

Delete X

Are you sure you want to delete geofence test?
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Rules

Use the Rules page to set and view alert rules. Rules can be established for the following types of conditions:

Data usage threshold - This type of threshold applies when M2M data passing over a network surpasses a quantity specified in
kilobytes (KB) within a particular time period (daily, weekly or monthly). Accumulated usage data is an estimate, and is current to
within approximately 15 minutes of the latest data session ending, and to within approximately six hours for 4G devices that stay

connected for extended periods.

Provisioning activity threshold - This type of threshold is reached either when a specific provisioning event occurs or a specific
number of device provisioning events occur within a certain time period (daily, weekly or monthly).

Value/state change - This type of alert is generated at the point when a value associated with adevice or the state of a device
changes.

There are default usage alerts that, when enabled for your account, are automatically available for use. The Default usage alerts
always appear as the first row of the table and cannot be deleted.

Onthe left navigation, click Rules to openthe page.

Name | Teigger Account Device group User group Enable Achons

ta usage 200% All accounts AS Devices WIwOusl recpents [ @) 7

= 2

]
3
\
¥
3
»
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Elements onthe Rules page

1 | Q|Search -Locatearule by name. Wildcard (%) searchis supported.

2 | Y/ [Filter—Reduce thelistto rules with specific attributes.

3 Rule - Open the Rules Actions menu to create, enable or disable arule.

4 Enable/Disable — Toggle to turn arule on or off.

Edit - Openthe Edita rule page to make revisions.

o
Eh >

Delete — Permanently remove a rule from the application.
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Searching Rules

Use Search tolocate a rule by name. Wildcard (%) searchis supported.

NOTE: Searches are not case sensitive.

ApplyingFilters

How to apply filters

Click VY Filter v Thefitters page opens.

e > Rules

Rules
v Filter A

Account Adcount

All accounts v

Clearall Cancel m

1. Select afilter from the Account menu.

2. Click Apply. Afilters applied count appears.
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Enable/Disable a Rule

How to enable or disable an automation rule

Togglethe switch() toturntherule on(green), or off (gray).

@) ) Enabled

Disabled

Edit the Default Usage Alert Rule

If your account is enabled for Default alerts, the rule is the first entry on the Rules page. Use the Default usage alert rule to trigger an
alert when an account uses 50%, 75%, 90%, and/or 100% of its data allocation.

How to edit the default usage automation rule

Onthe Rules page, click the Default usage alerts rule Editicon f . The Edit default usage rule page opens.

Editdefault usage rule x

Applicable service plans

04915, 87646, SetupSGB1, SetupSGB2, SetupSGBBIlock,
Setups5GB250, 5GBPub, 5GBPubStatic, Setup5GBPubStat, 1GBM1,
MBB250MB, MBB500MB, CCM, CCMPub, PublicDynamic5GB....

Select triggers

B owow oo BT B os0%
Primary recipient *

bogus1234567890@gmail.com

Additional recipients

e ForSelectthe trigger(s), specify to receive an alert email when your usage reaches 50%, 75%, 90% and 100%.
e For Primary recipient, type the email address to send the alert.
¢ For Additional recipients, type the auxiliary email addresses to send the alert.

Click Save to complete the process.
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Edit aRule

How to editarule

Onthe Rules page, click on the rule editicon f .The Editarule page opens.

Editarule

> Editarule

Exit

Let'seditarule Enable @

Rule type

Select the type of rule

Network

Selectaccount & devices-

Please choose the account

00001

(® Al devices (O Device group

Define trigger -

(O Base Station ID Change
(O Abnormal Disconnect

@ Excessive Connections

4 or more per hour

Select severity -

Please choose severity

Major v

Setup reminders -

Frequency Max number

Hourly v 1 v

Selectrecipients -

newUserGroup_0177 v

And/Or enter up to 4 emails *

Optional actions

Rule name -
Designate a name

1ChangeBSID_020121_EDIT
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—_

Choose the Rule type.
Selectanaccount &devices.
Define atrigger.

Select aseverity.

Setup Reminders.

Select Recipients.

Enter other recipients.

Select optional actions.

© o N o o k~c 0 DN

Providearule name.

10. Click Save.
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CreateaRule

How to create an automation rule

On the left navigation, click Rules. The Rules page opens.

1. Clicktheruleicon . The Create arule page opens.

> > Creatoardle

Createarule i
Let'screatearule Enable
[ @)
Rule type*
Select v

2. Choosethe Rule type. Depending on the type of rule you are creating, different options display.

Daily - The system determines the initial criteria level (i.e., the data usage or number of device provisioning activity
occurrences) daily at 12:00 am UTC, and resets the timer. The system evaluates the criteria when various events
occur throughout the day to check for threshold breaches, and generates notifications when you meet or exceed a
threshold value.

Weekly - For all weekly notification types, the system determines the weekly criteria level (i.e., the data usage or
number of service provisioning activity occurrences) at 12:00 am UTC on Monday of each week, and resets the timer.
The system also generates notifications at this time for any weekly threshold breaches not related to usage. The
system evaluates accumulated usage data throughout the week for any weekly usage threshold breaches. The
system generates notifications when you meet or exceed a usage threshold value.

Monthly - The system determines the initial criteria level (i.e., the data usage or number of device provisioning
activities occurrences) at 12:00 am UTC on the billing cycle first day each month, and resets the counter. The system
evaluates the criteria when various events occur throughout the month for any threshold breaches. The system
generates notifications when you meet or exceed a threshold value.

NOTE: You cannot change the timing of the daily, weekly, and monthly checks.
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Rule Engine 2.0 for Real-Time Reporting (RTR)

Rule Engine 2.0 allows a user to set rules for devices across their account or rules for individual devices based on data usage,
network connection or transactions. These rules can suspend a device, for all devices in the account or just send an alert. When a
conditionis met, the account can also change price plans. Customer must be enabled for RTR.

Note: When aruleis enabled, it will be in effect every month and continue to run every month unless the rule is disabled. Use the edit
to modify the rule or disable the rule.

Click therule icon . The Create arule page opens. Use the drop down to select if the rule being created will be Network, Usage or

Transaction:

Company: 3626491 VEWMRMMCUWSINT TESTVEC % 0 [ i @

Cancel

Category Rule type- Selectaccount & devices:
Network v 0442385866-00001
[r— ® Mndeicss () Denics g
sage
oe Transaction i
Base station 1D change. v @ Critical
Action Action
Susperd devcels)
(@) Wancut biing () With baling
Suspend duration
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1. Fortherule type selected, choose the condition being monitored:

- O @ meopo |

x 4+ v

qabtest verizonwireless.com O @ oot i

Suspend duration

30 days

Ut axt biieg eycle

I‘um.w& |
|
60 cays l
}
s0days
Notification Selectrecipients - ¢ Notification method
s e ; Bew Esvs ook ©
'SMS notification
Setup reminders -
Froquancy e
ouy '
Name Rule name * Enable
©
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|
3. Beforetheruleis saved, the user can select how the rule sends a notification and who the notification is sent to:

5 0 @ eeomio

Category Rule type Criteria
Usago . Accounts
it
B seecta

| P
Bl os<zomases-oooat

Trigger Condition - Severity
Indhadusl devica usage . & Critcal
Morethan MB v Moty

Action Action-
Natiication only .

Notification Motification method

Bew Esvs B ok 0
Pur evern w
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Usage Rule Example

Inthe Create arule page, by selecting rule type usage the next stepis to select the criteria:

Trigger

Trigger

Company : 3626491 VZW M2MMC UWS INT TESTVEC Y 3 [E

Rule type * Criteria+
Usage Select
Accounts
Condition* Device groups
Price plans.
Indhidual device usage
Morethan (2] Monthly
Action -
Notification only
Notification type Notification method
Bers  Esus
Per event
Select recipients - . SMS notification

B conacx ©

Rule type- Criteria-
Usage Accounts
Accounts -
Bl setectan
B oesesssess-0000t
[~ poo——
Condition - Severity -
Incthidual device usage w o Giitical
Moreihan MB Montrly
Action -
[Natification only v
Bew Bsvs  Eomes @
Per everit -

SR - P
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Select the trigger condition:

x +
& globaimzmgaStes: eless com %
Cresterue
Cancel
Createarule
Category Rule type Criteria
Usage - Accounts
Accounts
B seectal
B 0+442386666-00001
Bl 0642078588-00001
Trigger Caondition - Severity-
incdnidal devce usage . Critical
Indivicusi device usage
Combined device Usaoe Monthly
Action Action-
Notification oniy
Notification — Notification method
Bew Ess B o
— Per event

tost ver wiralass com, v O @ incopnite
> Crasa e
Cancel
Createarule
Category Rule type - Criteria -
Accounts -
B select ai

[P ——
[ P—

Trigger Condition Severity-
Cawnioads.
Indiviaual device usage Critcal
More than MB Maonthiy
More than
Less than
Action Action”
Netication onty
Notification ot i Notification method

Bew Eovs  Bcwmsk 0

nageusar presips. Per avent
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. x4
2maabtest verizomuireies H
3 s > Creatande
Cancel
Create arule
Category Rule type: Criteria-
Usage v Actourts w
Accounts
B seectan
IH css23s6e66-00001
B osszomases-0coan
Trigger Condition Sovasity*
Indreidunl Gevice uBge . © Critical -
Morathan | MB o | Moty
I 1
| ve }
|
|Ma
Action Action [
1 OB
ootcasonany |
Notification MNotification type - Mﬁcﬂﬂmnﬁﬂwd
Bew Esvs B om0
P evert -
o | ThingSpace +
& globsimzmaastest verk com s :
A e > Croste rube
Cancel
Createarule
Category Ruletype Criteria -
Usage . Accounts. v
Accounts:
B sclectan
B osazamssse-0m001
B 0e42078585-00001
Trigger Condition Severity-
Indivicisal device usage v o Critical v
More than ME o~ | Memthly
W Oty r
Weksy
Action Action
e Manthly
NtilEation ey v
Notification method
Bera Esvs B coves 0
Por evant -
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Select the action to take:

Accounts

B soectal
1l 0442386666.00001
1B o642078588-00001

Trigger Condition - Severity -
Critical
More than mB Montnly
Action Action -
Notification oty
I Notification only

Notification | suspend devicets) Notification method

Bew Eovs B covck ©

Select recipients - SMS notification
Solect
O @ eos
Il dovics Ussge Ctea
Less tran ™ Moniriy
Action -

e Eovs [ comes @

Note: If the user chooses to use a callback notification, then they need to subscribe to the callback prior to using the rule.
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Note that a severity level can also be set for the trigger:

x Creste nde | ThingSpace x + v
wirgless.com * O @ wcogro
Category Rule type Criteria
Usage Device groups
®) Existing D) Create new
Device group
DC3_Migration
Trigger Condition - Severity
Individual device usage v Critical
fo cren
Less than 22 ~e Monthi
__ ] oMajor
Minor
© Notice
Action Action
None

Bea Esvs B comeck 0

If “Price Plan” is selected from the drop-down menu, the user will see options for price plans to use (based on the price plans
available to the account):

rlublm- ) Criteria-
Usago e Prica plans. hd
Q,

Price plan

() MAGHINE TO MACHINE 124KB OP
l::': MACHINE TO MACHINE 1MB ACCT SHARE $0_.

() RatePunGroup 3626491 73

e £ PAYGO $.0087656

() MAGHINE TO MAGHINE TMB NATL SHARE 5.0, ProfigShare

() DB Private Static Standilons Pock

Usage condition - Severity-
Individual w © Criticel

Accounts

B sectm

B osazanseas-00001 Bl o6420mas88-0000

B osszoresss.ooo0z
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User Quick Start Guide

Rules Engine 2.0 has 3 categories to set alerts in:
e Network (How the device connects and s identified)
e Usage (How the device is consuming data)

e Transactions (How the device is set up or updated)

Note: Users can build multiple rules in the same category but each rule can only perform one action.

For Network:

1. Selectif the rule will apply to the entire account, all devices or a specific device group
2. Choose thetrigger for therule:

a. Base stationID change

b. Abnormaldisconnect

c. Excessive connections

d. SMScount

e. 4 Sessionduration

f.  IMElchange detection

3. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice

4. Selecttherecipients of the notification (user group or individual) and the method:
a. Email
b. SMS (text message)
c. Callback

5. Nametherule

6. Clickthe Enable button
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For Usage:

Usage has 3 sub-categories:
+ Accounts
+ Device groups

+ Priceplans

For Usage - Accounts:
1. Selectallaccounts or individual accounts
2. Choose the trigger condition:
a. Individual device usage
b. Combineddevice usage
3. Choose the trigger measurement:
a. Moreorlessthanavalue
b. Units of the value (MB/KB/GB)
c. Measured period (Daily/Weekly/Monthly)

4. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice

5. Choose the action to perform when conditionis triggered:
a. Notify
b. Suspend (with or without billing)

Note: Suspend can be set to auto-resume at the next bill cycle or in 30, 60 or 90 days. The action selected also has a
severity value associated.

6. Select the recipients of the notification (user group or individual) and the method:
a. Email
b. SMS (textmessage)
c. Callback

7. Nametherule

8. Click the Enable button
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For Usage - Device Groups:
1. Selectanexisting device group or:
a. Create anew device group with anindividual account
b. Create anew group withmultiple accounts
2. Choose the trigger condition:
a. Individual device usage
b. Combineddevice usage
3. Choose the trigger measurement:
a. Moreorlessthanavalue
b. Units of the value (MB/KB/GB)
c. Measured period (Daily/Weekly/Monthly)

4. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice

5. Choose the action to perform when conditionis triggered:
a. Notify
b. Suspend (with or without billing)

Note: Suspend can be set to auto-resume at the next bill cycle or in 30, 60 or 90 days. The action selected also has a
severity value associated.

6. Select the recipients of the notification (user group or individual) and the method:
a. Email
b. SMS (textmessage)
c. Callback

7. Nametherule

8. Click the Enable button
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For Usage -Price Plans:

1. Selectaprice plan fromthelist:
a. Standalone
b. Accountgroupshare

2. Choose the trigger condition:
a. Individual device usage
b. Combineddevice usage

Note: Individual device usage rule will be in effect during the bill cycle. Price plan changes will be backdated or current
dated. Rules will only work if lines were active from the beginning of the bill cycle and from low to high price plan within a group.

For Individual Device Usage - Account Group Share:
3. Selecttheaction:
a. Notify
b. Change froma price plan to another price plan
c. Suspend (with or without billing)
d. Ifsuspended,autoresume (Yes or No) and if resumed at the next bill cycle orin 30, 60 or 90 days.
For Shared Pool Usage - Account Group Share:
3. Selecttheaction:
a. Notify
b. Price plan change - Verizon automation
c. Priceplan change — Custom automation (Based on usage less than or more than 100%)

Note: The share pool usage rule will be in effect on the last day of the billing cycle. Share poll usage will allow the setup of
price plan changes. Share pool usage will allow VZW Automation or Customized selection to calculate account share
pool monthly total. Share pool will move from low to high to avoid the overage and from high to low if the poolis under
performing.

Note: Suspend is not supported for share pool usage

4. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice
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5. Select the recipients of the notification (user group or individual) and the method:
a. Email
b. SMS (text message)
c. Callback
6. Nametherule
7. Click the Enable button
For Stand Alone Price Plans:
1. Selectall accounts or one or more specific accounts.
2. Choose atrigger condition:
a. Usageallowance—accountlevel
b. Usageallowance —individual
c. Aging (Price plan changes to lines which were active on a selected price plan for anumber of bill cycles)

3. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice

4. Choose the action to perform when condition is triggered:
a. Notify
b. Price plan change (from price plan to price plan)
c. Suspend (with or without billing)

Note: Suspend can be set to auto-resume at the next bill cycle or in 30, 60 or 90 days. The action selected also has a
severity value associated.

5. Select the recipients of the notification (user group or individual) and the method:
a. Email
b. SMS (text message)
c. Callback

6. Nametherule

7. Click the Enable button
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For Transactions:

1. Selectallaccounts, one or more specific accounts or a device group.
2. Choose the trigger condition:

a. Provisioningfailure

b. Provisioning success

c. Aprovisioning request

d. Aspecified number of provisioning requests

e. Autoresume

3. Choose the severity of the notification:

a. Critical
b. Major
c. Minor
d. Notice

4. Select the recipients of the notification (user group or individual) and the method:
a. Email
b. SMS (text message)
c. Callback

5. Nametherule

6. Clickthe Enable button
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Scheduled Reports

Use the Scheduled reports page to view saved and/or scheduled reports. On the left navigator, click Scheduled reports to open
the page.

> Schedubedrepons

Maroge
Scheduled reports
o} Devices
f " Device groups
Solftware Name Type Date created Schedule Actions
A ed . P 2 4 ?
A 3 9 P 27 8
T FOTA F A E 2 2]
ret D 1 2 n

Dashboards

Downdoads

Campagna

Cloud connectons

Geolences

Rubes

Schoduled reports

Elements onthe Rules page

1 | |2 [Run-Initiate the report manually.

2 f Edit- Open the Edita Scheduled Report page to revise the schedule.

3 'ﬁ Delete—Permanently remove ascheduled report.
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Run aReport

Howtorun areport
On the left navigation, click Scheduled reports. The Scheduled reports page opens.

1. Clickthereport'srun icoM . The Run Reportdialog opens to enter adate range.

X
Run Report
Startdate*
2021-01-25
End date*
2021-01-31

2. Entera Start date and an End date.
3. Click Run.

Your reportis sent for processing and available on the Downloads page when processing is complete and the system sends you an
email notification when the report is available.
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Edit a Scheduled Report

How to edit ascheduled report
Onthe left navigation, click Scheduled reports. The Scheduled reports page opens.

1. Clickthereport’s edit iconf . The Edit Report page opens.

Edit Report - test X
Select report type. Filter and schedule selections are optional.
Report type

Aggregated usage ~
IDs and dates Device IDs
Accounts Q
Attributes

Startdate Enddate

View 2021-01-25 2021-01-31
Schedule

2. Choosethe Report type.

3. Clickonany of the tabs on the left side of the page to scroll to the relevant section. Update any of the selection criteria.
e Updateyourtable View.
e Update the Schedule.

4. Ifthereportisnot scheduled to run atalater time, Click Save.

5. Ifthereportis scheduledtorunatalater time, Click Schedule.
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Delete a Scheduled Report

How to delete a scheduled report

On the left navigation, go to Scheduled reports. The Scheduled reports page opens.

o

1. Clickthereport’s Deleteicon [ . Aconformationdialog opens.

Delete report

Are you sure you want to delete this report?

Cancel Delete

2. Click Delete to complete the process.
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Frequently Asked Questions

What is the difference between an online report and an offline report?

Online reportsruninstantly with results provided on the screen. Offline reports are submitted for processingin the backend and are
available on the Downloads page when processing is completed.

Where are my transactions?

The legacy Transactions page was renamed to Logs. Provisioning transactions are now located there. For additional information,
please visit our FAQs page on the ThingSpace website.
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Glossary

Glossary of Terms

Account A list of billing account(s) to which you have access.

AP An application programming interface (API) you can use to manage your information through an external
application rather than through the web portal.

Device 0T devices that you can activate, and are associated with your account.
ESN 'The manufacturer assigned unique Electronic Serial Number of a CDMA device.
ICCID 'The Integrated Circuit Card Identifier is the unique serial number assigned to and imprinted on a SIM card by
the manufacturer.

IP Address The Internet Protocol Address that gets assigned to a device during activation. A device’s IP address is always
shown when you have static IP addresses for devices. When you have dynamic IP addresses, adevice’s IP
address is only shown when the device is connected. When the device is not connected, the IP address is
zero-filled (0.0.0.0) because no IP address is assigned to the device.

IMEI 'The International Mobile Equipment Identity is a unique identifier of a4G device.

IMSI The International Mobile Subscriber Identifier is stored on a SIM card. This identifies and authenticates the
user on the network, which Verizon also calls the subscriber. The IMSlis only revealed to, and known by, the
carrier. The IMSI comprises the following codes:

IMCC - Mobile Country Code (311)
IMNC —Mobile Network Code (480)

IMSIN — Mobile Subscription Identification Number, a unique number for the subscriber on the Verizon network.

MDN 'The unigue 10-digit Mobile Directory Number Verizon assigned to a device at activation. MDNs comprise the
area code (three digits), exchange (three digits), and number (four digits).

MEID 'The unique Mobile Equipment Identifier of a 3G device.
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MIN 'The unique Mobile Identification Number that Verizon uses internally to track and route traffic toand froma
device.
MSISDN 'The Mobile Station International Subscriber Directory Number is a unique 11-digit phone number associated

\with a4G device at activation. It is functionally equivalent to a 3G device’s MDN.

Organization  |Anorganization with M2M accounts on the ThingSpace platform.

pre-IMEI 'The IMEl value of the device from before the most recent over-the-air provisioning event completed.
pre-SKU 'The SKU value of the device from before the most recent over-the-air provisioning event completed.

PPU 'The Primary Place of Use is the address where the wireless number of adevice is derived.
Rate Plan /A contracted plan between an organization and an account, defining how each Device is charged for both

subscription fees and usage of the network.

Role Each user has an associated Role that defines the privileges the user has for seeing and working with data and
functionality in the portal.

SKU 'The Stock Keeping Unit assigned to adevice.

SIM 'The Subscriber Identity Module is a unique identifier, which can be embedded or on aphysical card that is
inserted in a 4G device to establish cellular connectivity.

Session A single data context established between a device and the ThingSpace platform.
User A unique sequence of characters used to identify a user and allow access.
Wildcard Using a wildcard character allows you to use the percent sign (%) at the end of the string and search for

everything that starts with that string.

178



ThingSpace Manage v2.0 -User Guide

Appendix

Field Definitions

This section contains field/column definitions found on pages throughout the portal.

Column Name Definition

Active timer Active timer = T3324 as defined in [BGPP-TS_24.008].

The time the UE has to remain reachable after transitioning to idle state in case there is
pending data from the NW to send out. At the end of T3324 UE cango into adeep sleep
mode while keeping the PDN connection(s) active.

Battery level Contains the current battery level as apercentage (with arange from 0 to 100). This valueis
only valid when the value of Available Power Sources Resourceis 1.

Battery status Only valid when the value of Available Power Sources Resourceis 1.

Values can be of 0-6 and this value represents current status of the battery listed as below:
0: Normal

1: Charging

2: Charge Complete

3: Damaged

4:_ow Battery

5: Batteryisnotinstalled.

6: Unknown.

CellID (0-65535) CellID/eNBID
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Column Name Definition

Cell ID stream status Status of streamed information if alive streamis running
CellID updated date Last date update occurred of Cell ID
EDRXtimer Extended Discontinuous Reception (eDRX) allows loT devices to not listen to the network

for extended periods. Downlink Paging opportunities occur every 1.28 seconds. Thisisthe
minimum time a UE using eDRX can decide to stay inidle mode, up to a maximum of 43.69

minutes.
Link quality Contains received link quality, or the signal-to-noiseratioininteger value.
Link quality stream status Status of streamed information when alive stream is running.
Link quality updated date Last date a Link quality update occurred.

LWM2M streaming eligible The device has LwM2M registered to Verizon.

Modem Modem information, if available.

Network bearer The network bearer used for the current LWM2M communication session from the following
network bearer list:

0~20are Cellular Bearers

0: GSM cellular network

1: TD-SCDMA cellular network

2: WCDMA cellular network

3: CDMA2000 cellular network

4: WiMAX cellular network

5: LTE-TDD cellular network

6:LTE-FDD cellular network

7~20: Reserved for other type cellular network.
21~40 are Wireless Bearers.

21: WLAN network

22: Bluetooth network

23:IEEE 802.15.4 network

24~40: Reserved for other type local wireless network.

41~50 are Wireline Bearers.

180



ThingSpace Manage v2.0 -User Guide

Column Name Definition

Network bearer (continued) 41: Ethernet

42:DSL
43:PLC

44~50: reserved for others type wireline networks.

Network bearer stream status Status of streamed information if a live streamis running.

Network bearer update date Last date the Network bearer update occurred.

Paging timer window Extended DRX parameters (Paging Time Window and eDRX value) for which the UE can
request from the network. This resource is encoded as octet 3in [B3GPP- TS 24.008, clause
10.5.5.32]. See also eDRX and PSM.

Power sources 1: DC power

2: Internal Battery

3: External Battery

4: Power over Ethernet
5: USB

6: AC (Mains) power

7: Solar

'The same Resource Instance ID MUST be used to associate a given Power Source
(Resource ID 6) with its Present Voltage (Resource ID=7) and its Present Current (Resource
ID=8).

PSMtimer Thisis the only time period in a PSM cycle when UE responds to Verizon LTE network’s
downlink paging.

Power save mode (PSM) timer as defined in [BGPP-TS_23.682].

PSM Timer = Extended T3412. Max interval between periodic TAU if there is no other
transmission from the device. During adeep sleep mode, the device is unreachable but keeps
the PDN connection(s) active. Implementation of Power Saving Mode in an application
requires a careful choice of UE Sleep Time and Awake Time. UE Sleep time is captured by
timer Extended T3412 and UE awake Time is captured by timer T3324. Verizon network
accepts all 3GPP defined values for T3324 and enforces a minimum of 186 minutes for
Extended T3412. 3GPP defined values for Extended 3412 and T3324 are available in 3GPP
TS24.008.
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Column Name Definition

Radio signal strength Represents the entire received power including noise.

This resource contains the average value of the received signal strengthindication usedin
the current network bearer. In case Network Bearer Resource indicates a Cellular Network
(RXLEV range 0&64) 0 is <110dBm, 64 is >-48 dBm).

Excellent=-65 Good=-65t0-75
Fair=-75t0-85
Poor=<-85

Radio signal strength stream status [Status of streamed information when alive stream s running.

Radio signal strengthupdated date [LastRadio signal strengthupdate.

APN1 Access Point Name

APN2 Access PointName

General

These fields may be found in multiple pages throughout the portal and are consolidated here.

TermUsed Definition

Deviceidentifier IMEIl or ICCID. If the line is activated as SIM only or SIM/SKU, the ICCID is the Device Identifier,
as the system does not yet know the IMEI. Once the device boots and the OTA occurs, the
Device Identifier updates with the IMEI.

MDN/MSISDN/Pseudo Mobile Device Number. The phone number assigned the line.

IP address 'The device IP address. This may be 0.0.0.0 if the device is not connected / in an active data
session for a dynamic IP addressed device (default).

Device status Active, Deactive, Suspended. Active implies billing, Deactive implies not billing, and

Suspended is usually suspended (up to 90 days) without billing.
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TermUsed Definition

Connection Connected or Not Connected. Connected indicates an Active Data Session over the
\wireless network; Not Connected implies that data is not present (devices could be
powered off).

Device group Group assigned. All lines automatically get added to the default group, which is named the
account number.

Serviceplan Service plan assigned. The Service Plan is abundle of the rate plan plus feature codes
(SFOs), such as SMS, VMail, International, etc.

Activationdate 'The device on-boarded to ThingSpace date. If Support re-synced the device to
ThingSpace by toggling the TS SFO, this date reflects when the device was re-synced to
ThingSpace (not the original activation date).
ICCID SIM hardware identifier
IMEI Device hardware identifier
4G/LTE 3G or4G
Account 'The account number and sub account number. Always starts with a zero for ThingSpace.
Activatedby 'The personwho activated the line.

Billing cycle end date

'The billing cycle end date.

Costcode center 'Your alphanumeric data. Availablein MyBusiness and ThingSpace.
Deactivated by 'The name of the person that deactivated the device.
Deactivation date 'The date the line was last deactivated.
EID Electronic Identifier. A unigue number to identify wireless equipment.
ESN Electronic serial numbers were created by the U.S. Federal Communications Commission

to uniquely identify mobile devices.
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TermUsed Definition

eUICC profile status

Firstname 'Your alphanumeric data. Available in MyBusiness and ThingSpace.
Lastconnectiondate Thelast active PPP data session seen on the network.
Lastname 'Your alphanumeric data. Availablein MyBusiness and ThingSpace.
Lastroaming status update 'Thelastroaming status update.
Make and model 'The make and model as stored in the device management database (DMD).
MDN 'The 10-digit telephone number assigned toa CDMA line.
MEID Mobile Equipment Identifier - A globally unique number identifying a physical piece of
CDMA equipment.
Middle name 'Your alphanumeric data. Available only in ThingSpace.
MIN Mobile Identification Number — A unique 10-digit number that a wireless carrier uses to

identify a mobile phone.

Modem category Category of device modem, if known.
MSISDN A number uniquely identifying a subscription in a Global System for Mobile (GSM)
communications.

MyCustomField 1 'Your alphanumeric data. Available only in ThingSpace.
MyCustomField 2 'Your alphanumeric data. Available only in ThingSpace.
MyCustomField 3 'Your alphanumeric data. Available only in ThingSpace.
MyCustomField 4 'Your alphanumeric data. Available only in ThingSpace.
MyCustomField5 'Your alphanumeric data. Available only in ThingSpace.
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TermUsed Definition

Pending action Line is pending between states or database updates. Used during pending provisioning
states or database updates, such as Cost Center.
pre-IMEI IMEI assigned during activation.
pre-SKU SKU assigned during activation.
Roaming country 'The country the device isroamingin.
Roaming status Device current roaming status. Can be null,roaming, or notroaming.
Scheduledresumedate 90 days from suspend date.
Sim OTA timestamp When the current MDN/MSISDN first attached to Verizon.
SKU 'The Open Development Stock Keeping Unit number.
DACC Seems to be editable in ODI portal at time of device upload.
SACC SIM Attribute Composite Code. Mdnless only,
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Location
TermUsed Definition
Hyper Precise capable \Whether or not the device is Hyper Precise capable
Hyper Precise status
Lastlocation attempt Last attempted course locationrequest.
Lastlocation update ast successful courselocation request.
Lastlocationupdate status Last course location update status. Can be null, failed, or successful.
Location update frequency If set to auto update coarse location, thisis the setting in seconds.
Location update note Can be null, Device is Unreachable, or Specified device categoryis not loT.
Software
TermUsed Definition
Currentsoftware Current version of software running on the device. This could be baseband firmware,
application firmware, or a configuration file. This is the last known reported. A device may
have zero, one, or many of these at any time.

Firmware campaign status Device-level status based on last firmware campaign. The status codes are documented
under "Campaign Lifecycle Flow"
https://thingspace.verizon.com/documentation/apis/software-management/getting-
started.html.

FOTAcampaignID Unique ID of a particular FOTA upgrade campaign. Campaign ID links to campaign details
(what software, when, which devices, device status). For a particular device, this is the last
campaign that device was included in.
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TermUsed Definition

FOTA eligibility Whether or not the device has registered to our FOTA server(s). Incompatible devices
cannot bootstrap or register to Verizon's FOTA servers. If compatible devices have not
registered, the firmware on the device cannot be determined.

FOTAlicense status Indicates an attached MRC (unlimited FOTA) license. Event licenses can still be used, but
still show as "unattached" since they are per use.

FOTA licensetype If MRC is attached, it's a Subscription. Options are Subscription or blank.

FOTAmake 'The make of the device, as reported by FOTA server. Options are Subscription or blank.
FOTA make and model may not match the device make and model.

FOTAmodel 'The model of the device, as reported by FOTA server.

FOTA protocol 'The FOTA protocol the device is using to communicate with ThingSpace. LWM2M and
OMA-DM are used for baseband. HT TP can be used for baseband, application, and
configuration files.

FOTA security compliance INot compliant indicates new software is available. Compliant indicates up to date. Retired in
ThingSpace 2.0. Implicit based on whether or not New software field is populated.

Last firmware update ast firmware campaign on the device.

New software New software available to upgrade for that device. If that particular software (see

Current Software) has an eligible upgrade path, thisis where it shows.

Softwarename Software name associated with current->new upgrade epath. As certified by Verizon Open
Development. For LWM2M and OMADM, this is a make_model_from_to concatenation. For
HTTP, thisis typically make_model.
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